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TEPMHWHDBI 1 OIIPEJAEJIEHUA

JleficTBuss 1O TPOBEpPKE TOMIMHHOCTH CyOBEeKTa JOCTyma K
nH(POPMAIIMOHHOHN cUcTeMe

CocTosiHUE 3alIMIIEHHOCTH MH(OpPMAILMH, MPU KOTOPOM 00eCredeHbl
ee KOHQUIEHINATbHOCTh, IOCTYITHOCTHH 1€JIOCTHOCTh

Nndopmannonnas cucrema, co3faBaemas B LEISIX pealr3aluu
MOJTHOMOYUH TOCYIapCTBEHHBIX OpraHoB u obecreueHust oOMeHa
uHpopmaned MeXIy OTHUMH OpraHamMu, a TakXke B HHBIX
YCTaHOBJICHHBIX (peIepaIbHBIMU 3aKOHAMUIIEIISIX

Bo3MoxHOCTB MOJIYYCHHA I/IHq)OpMaL[I/II/I Hn €€ UCII0JIb30BaHUA

Cocrossaue  wHGOpMAIMKM,  XapaKTEPU3YEeMOE  CIOCOOHOCTHIO
TEXHUYCCKUX CpCACTB )41 I/IH(l)OpMaLII/IOHHBIX TEeXHOJIOTUH
obOecrieunBaTh  OECHPENSATCTBEHHBIM JOCTYN K  HH(pOpManuu
CYObEKTOB, UMEIOIINX Ha 3TO MOJTHOMOYUS

3amuTa nH(MOpPMAIINY, HATIPABIIEHHAS HA MIPEIOTBPAIICHUE TTOTyUeHUS
3ammmaeMoll  MHGOpMAIMK  3aWHTEPECOBAHHBIMU CYOBEKTaMH  C
HapYIICHHUEM  YCTAaHOBJCHHBIX  HOPMATUBHBIMH ¥  IMPaBOBBIMU
JTOKyMEHTaMU (aKTaMu) WU o0yafaTensiMd HHGOPMAMK  TIPaB WA
MpaBWJI pa3TpaHUuEHUs] JOCTYyIMa K 3aluiaeMoi nHhopmamuu
Nudopmanus,  sBusSomascs  MpeaMeToM COOCTBEHHOCTH U
moJyIeXamasl 3alliTe B COOTBETCTBUU C TPEOOBAaHUSIMH TPaBOBBIX
JOKYMEHTOB WJIM TPEOOBAaHUSMU, yCTAHABIMBAEMBIMUA COOCTBEHHUKOM
nHpopmarun

[IpucBoeHue cyOwbekTaM M OOBEKTaM JOCTyNa HIACHTU(UKATOpa H
(unmM) cpaBHEHHE NPEIBABISEMOrO HJIEHTH(UKATOpa C MEpeyHeM
NPUCBOCHHBIX HICHTH(PHUKATOPOB

CoBOKYNHOCTB cojepxaiieiicss B 0azax JaHHBIX HMHQOPMAIMH H
obecrieynBaOIUX ee 00paboTKy WH(POPMALMOHHBIX TEXHOJIOTHH H
TEXHUYECKHUX CPEICTB

OtnenbHbIE JOKYMEHTBI M OTJIEJIbHBIE MacCUBBI JJOKYMEHTOB,
JOKYMEHTBI ¥ MAacCUBBI  JIOKYMEHTOB,  COJEp)Kallhecs B
nHpOpMaNMOHHBIX cucTeMax (OmOmmoTekax, apxuBax, ¢(oOHAAX,
0aHKaxX JaHHBIX, MH(OOPMAIIMOHHBIX CHCTEMaX JIPYTHUXBHUJIOB)
[Ipomeccr, Meroasl TmouWcka, cOopa, XpaHeHHUs, O0O0pabOTKH,
NPEOCTaBICHUS,, PACHpPOCTpaHEHUs WHPOPMALUU U CHOCOOBI
OCYIIECTBIICHHSI TAKUX MPOIECCOB H METOIOB

Ceenenus (cooOmieHusi, IaHHBIE) HE3aBUCUMO OT (OpMBI UX
MIPEICTABIICHHS

[IpoctpancTBO (TEppUTOpHS, 3MaHHWE, YaCTh 3AaHUS), B KOTOPOM
UCKJIIOYEHO HEKOHTPOJIMpyeMoe TMpeObIBaHWEe JUI, HE HMEIOIIUX
MOCTOSTHHOTO WJIM Pa30BOT0O JIOIYCKA, U TTOCTOPOHHUX TPAHCIIOPTHBIX
CpeAcTB

OO0s13aTenbHOE JJIsA BgIHOJIHeHI/IH JIMIOM, MOJYUYHUBIIUM OOCTYII



O6paboTka

MNEPCOHATbHBIX JTaHHBIX

Omneparop

[lepcoHanbHbIe JaHHbBIE

Yrpo3za 6e30nacHOCTH
uHpopmaruu

Vsa3BuMoOCTh

IlenoctHOCTH

K OmpesiefiecHHONM MH(popManuu, TpeOoBaHHE HE IMepeaaBaTh TaKylO
WH(pOpMaIIUIO TPETHUM JIUIIaM 0e3 coryiacusee o0manarens

JeiicTBus (omepaiuu) ¢ MEpCOHATBLHBIMU JAaHHBIMH, BKJIOYas cOop,
CHCTEMaTHU3alllI0, HAKOIUIEHUE, XpaHEeHUe, yTouHeHue (0OHOBICHHE,
W3MEHEHNE), WCIOJb30BaHUE, pacCIpoCTpaHeHHe (B TOM YHCIIE
nepenady), 00e31MYuBaHue, OJIOKMpOBaHUE, YHUUTOKEHUE
MEPCOHATBHBIX JAHHBIX

rpaXIaHUH WM IOPUIHYECKOE JIHII0, OCYHIECTBISIONINE AeSITeIbHOCTD
M0 AKCIUTyaTal WH(GOPMAIIMOHHONH CHCTEMBI, B TOM YHCJIE IO
o0paboTke uWHGpOpMAIIUK, COJAEpKAIICHCAB ee 0a3ax TaHHBIX

Jlro6as mHOpMaIUs, OTHOCALIAsCS K MPSAMO HIIM KOCBEHHO
OIpeJICIIEHHOMY WJIM OTIpe/ieIieMOMY (PHU3UUYECKOMY JTUILY

COBOKYMHOCTb YCJIOBUH M (PaKTOPOB, CO3JAIOUIMX IMOTEHIHAIBHYIO
WIM PEaJbHO CYUIECTBYIOIIYI0 ONAcHOCTh, CBSI3aHHYIO C YTEUKOH
uHpOopMaU u/1im HECaHKLMOHUPOBAHHBIMU u/unu
HenpeIHaMepEeHHBIMHU BO3ICUCTBUSIMU Ha Hee

Henocratok (cmabocth) mporpaMMHOTO (ITPOTrpaMMHO-TEXHUYECKOTO)
cpeactBa Wi MHGOPMAIMOHHONM CHCTEMBI B LEJIOM, KOTOPBII
(koTopast) MOXET OBITh HCIIONB30BaHA MJIs pealu3aluud  yrpo3
0e30macHOCTH HHGOPMAITIH

YcroitunBocth  MHGOpPMALMKM K  HECAaHKIMOHUPOBAHHOMY WM
cllyyailHOMy BO3JCHCTBHIO Ha Hee B Ipouecce 00paboTKU
TEXHUYECKHMHU CPEACTBAMH, PE3yIbTATOM KOTOPOTO MOXKET OBITh
YHUYTOXKEHHE U UCKaKEHNE HHPOPMALIUT
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1 OBIIMHE INOJIOKEHUA

Hacrosamas [lonutuka siBisercs JOKYMEHTOM, ONPEAESIONIIM HalPaBICHUS AesTeIbHOCTH
B obOmactu oOecnieyeHuss HMHPOPMAIIMOHHON  O€30MAaCHOCTH H  MPEACTaBIseT  co0oit
CUCTEeMaTU3UPOBAHHOE U3JIOKEHUE 1Ieel U 3a/1a4 HHPOPMAIIMOHHON 0€3011acCHOCTH, KaK OJJHO WU
HECKOJIBKO TIPaBHJI, MPOIEAYP, TPAKTHUECKUX MPUEMOB M PYKOBOISIIUX MPHUHIIUIIOB, KOTOPBIMHU
pykoBoacTtByercs LleHTp, a TakKe OpraHM3allMOHHBIX, TEXHOJIOTMYECKUX M MPOLETYyPHBIX
aCIIeKTOB OOecIeYeHrs HHPOPMALIMOHHOM 0€30MacHOCTH.

[Tomoxenus  Hactostme  [lonmuTwku  HE  pacmpocTpaHSIOTCST Ha  oOecreueHue
nH(pOPMaIMOHHON 0€30MIaCHOCTH CBEACHUI, COCTABISIONINX TOCYIaPCTBEHHYIO TaifHY.

OcHoBHOM 3amaveil B oOmactu wHOOpMaMoHHOW Oe3omacHocTu lleHTp mpu3Haer
COBEPILIEHCTBOBAaHME MEp M CpeACTB obecmeueHus 3amuThl MHGOpMaMu HH(OPMAIIMOHHBIX
pecypcoB lleHTpa B KOHTEKCTE pa3BUTHsS 3aKkoHoaaTenbcTBa Poccuiickoii denepanviu 1 HOpM
perynupoBaHus HH(QOPMAIMOHHOW JEATEILHOCTH B TEKYIIUX YCJIOBUSAX (YHKIIMOHUPOBAHUS
WH()OPMAITMOHHOTO TIOJIS.

[Ipu pazpaborke [IOMUTHKN yYUTBHIBATUCH OCHOBHBIE MPUHIIUIIBI CO3JAHUS CHCTEM 3aIlUTHI
uH(pOpMallMK, XapaKTEPUCTUKHM U  BO3MOXXKHOCTH  OPraHU3allMOHHO-TEXHUYECKUX Mep U
COBPEMEHHBIX IIPOTPAMMHBIX H alllapaTHO-MPOTPAMMHBIX CPEJICTB 3aIUTH HHPOPMAITUH.

B pamkax cBoeit gearenbHocTy LleHTp 00s13yeTcst mpeAnpruHUMAaTh BCE BO3MOXKHBIE MEPHI JUIs
3alUTHl HH(POPMAIMK OT Yrpo3 0e30macHOCTH HH(OPMAIIH.

TpeboBanust wWHPOPMAIIMOHHON OE30MACHOCTH, COOTBETCTBYIOT LEJSAM JCSITEIBHOCTH
LenTpa u npeqHa3HAYCHBI AJIS1 CHHXKCHHUS PUCKOB, CBS3aHHBIX C peajn3alfeld yrpo3 6e30MacHOCTH
nHpopmaruu.

[MonmuTHKa nocTynHa BceM paboTHUKaM LIeHTpa U BceM MOIb30BATENSIM €r0 PECYPCOB.

2 1EJH U 3AJAYM OBECITIEYEHUS TH®OPMAIIMOHHOM BE30IACHOCTH

Cy0bexTnl HHGOPMALMOHHBI OTHOIIEHHIT

CyOnekTamu npu obecrieueHnr MHPOPMaIMOHHON O6e30macHoCTH B LleHTpe sBIsiroTCS:

pabOTHUKH CTPYKTYPHBIX TOJIpa3AeieHUuH (B TOM YKCIIE YBOJICHHBIC);

rpaxxaaHe, paboTarolye o JOroBopaM rpaKAaHCKO-IIPaBOBOTO XapaKTepa;

duznyecKkue NHIA, MPEICTABUTEIM KOHTPAreHTOB B pPaMKaX WCIIOJHEHUS JOTOBOPHBIX
0013aTeNIbCTB;

duznueckue nuia, mogasime odpameHue B aapec Llentpa;

IOpUAMYECKHE JIMIIA, B PaMKaX HMCIIOJHEHHUS JOTOBOPHBIX 005S3aTeNbCTB MU BO MCIIOIHEHUU
TpeOoBaHUIl CO CTOPOHBI 3aKOHOAaTeNbecTBa Poccuiickoii deneparii;

OpraHbl TOCYAapCTBEHHOM BIACTH.

O0bexkThI HHPOPMANMOHHBIX OTHOLICHHU I

O6bexkTamMy UHPOPMAIIMOHHBIX OTHOLICHUH SBIISIOTCS:

uH(popManoHHbIe pecypchl LleHTpa;

rocyiapcTBeHHble MH(POpPMAIMOHHBIE cHUcTeMbl OmneparopoMm KOTOpIX siBisiercs LleHnTp;

nporecckl  00paboTku  uMHpopManuu B HMH(MOPMAIMOHHBIX  cucremax  lLleHTpa,
nH(pOpMAIMOHHBIE TEXHOJOTHUH, PErVIAMEHTBHl M Tpoleaypbl cOopa, 0OpabOTKH, XpaHEHUS U
nepeaayn nHGoOpMaIum;

nHpopMmanmoHHass HWHPPACTPYKTypa, BKIIOYAIONIAS CHCTEMbl OOpabOTKH, XpaHECHHS U
aHam3a nHpopManuu, MPOrpaMMHBIE W TPOTPAMMHO-AIIIAPATHBIE CPEACTBA, B TOM YHCIIE KaHAIBI
CBSI3M U TEJICKOMMYHUKAIIHUH;

CUCTEMBI U CPEACTBA 3alIUThl HH(POpPMAIHK, OOBEKTHI U MIOMEIICHHS, B KOTOPBIX Pa3MEIICHbI
cpenctBa 00paboOTKH HHPOPMAIIHH.

Henau o6ecnevyeHuss ”HGOPMAITMOHHOI 0€30MACHOCTH

OcHoBHOHM T1IeBI0  OOecrieueHus HWHGOPMAIMOHHONW Oe3omacHocTH LleHTpa SBISIOTCS
NEHCTBUS HANpaBlIeHbl HA JOCTHIKCHHE 3aIUThI CYOBEKTOB HMH()OPMAIMOHHBIX OTHOIICHUW OT
BO3MO)XHOTO HAHECEHHS UM MaTepHaIbHOTO, (PU3NYECKOro, MOPAIbHOIO WJIM HHOTO yiuepoa,

6



MOCPEICTBOM CIy4aifHOTO MJIM MPEIHAMEPEHHOT0 BO3ICHCTBHS Ha MH(POPMAIUIO,B TOM YHUCIIE:
o0OecrieyeHHs OTKa30yCTOMYMBOrO (PYHKIMOHUPOBAHUS TMPOTPAMMHBIX M  allapaTHo-
IporpaMMHBIX cpencTB LleHTpa u npenocTaBiseMbIX CEpBUCOB;

COOJIIO/ICHHST TPABOBOTO PEXHMMa HCIOJIB30BAaHUS MAacCCHMBOB M CpPEICTB 00pabOTKH
nHpopmanuu;

NpPEOTBPALICHUs pealu3alud yrpo3 0e30macHOCTH WHGOpMAalMKM TpPU OCYIIECTBICHUH
nearenbHocTH LlenTpa.

3agaun odecneyeHnss ”HPOPMALMOHHOM 0€30MACHOCTH

Hoctmwkenue 1eneit ooecnedenns: HHPOPMaIMOHHON 0€30MaCHOCTH U CBOMCTB MH(OPMAIINH,
LenTpa perraercs ciaenyOMUMU 3aa4aMu:

3alMUTBl  OT  HECAHKIMOHMPOBAHHOIO  JOCTyNMa K HH(GOPMALMOHHBIM  pecypcam;

pasrpaHUYeHUs TOCTyIa MOIb30BaTeNell K MHPOPMAIIMOHHBIM, allapaTHBIM, TPOTPaMMHBIM
U UHBIM pecypcam;

pErucCTpali ¥ MEePHOAMYECKOr0 KOHTPOJIS NeHCTBUI MoNb3oBareiel mpu odpaboTke
3anUIaeMol HHGopMaIy 1 MePUOANYECKUI KOHTPOIb KOPPEKTHOCTH MX JICHCTBHIA;

KOHTPOJIS LIEJIOCTHOCTH CPE/bl UCIIOTHEHUS IPOTrpaMM M €€ BOCCTAHOBJICGHUE B CIIydae
HapPYIICHHUS,

o0ecrnieueHrs ayTeHTU(PUKAIIMY U UACHTU(PUKAIIUH 110Ib30BaTeNel, yIacTBYIOIIUX B
nH(pOpMaITMOHHOM OOMEHE;

o0ecrieyeHns CTIPAaBHOCTHU MPUMEHSEMBIX B MH()OPMAIIMOHHBIX cucTeMax LlenTpa cpencts
3amuTHl HTHGOPMAIIHH;

CBOEBPEMEHHOT'O BBISBIICHHE HCTOYHUKOB yrpo3 6€30MacHOCTH HHPOPMALIUH, IPUUUH U
YCJIOBHH, CIIOCOOCTBYIOIIMX HAHECCHHIO yIIepOa 3anHTEPECOBAHHBIM CYOBEKTaM
UH(OPMAIIMOHHBIX OTHOIICHHIA;

CO3JITaHUEM CITY>)kKObI MOHMTOPHHTA W pEarupoBaHMs Ha Yrpo3bl Oe30macHOCTH WH(OpMaIuu
Y HETaTUBHBIC IOCIIEICTBHS,

CO3JIaHMEM YCIIOBUH 111 MUHUMH3AI[MM HAHOCHUMOTO yiiepOa HempaBOMEPHBIMU ACHCTBUSIMH,
U YCTpaHEHHUE MMOCIIeACTBUN HapyIIeHNs: HHPOPMALMOHHOM Oe3omacHocTH B LieHTpe.

Pemenue BrlenepednciieHHBIX 3a1a4 B LleHTpe ocyiiecTBisieTcss moCpeICTBOM:

ydeTa BcexX MOoJUIekKaluX 3alIiuTe HHPOPMALMOHHBIX PECYPCOB;

KYPHAIUPOBAHUS IEHCTBUI NEPCOHAIIA, OCYIIECTBISIOIETO O0CITY)KUBaHNE U MOAU(DUKAIIUIO
MPOTPaMMHBIX M MPOTPAMMHO-AMMAPATHBIX CPEACTB UH(DPOPMAIIMOHHBIX CHCTEM;

peryiaMeHTaIi  TpoIeccoB 00paboTku wHOpMaNKK, aelcTBUil paboTHUKOB lleHTpa,
OCYIIECTBIISIOIIUX 3KCIUTyaTallUi0 MPOTPaAaMMHBIX M TPOrPaMMHO-aINapaTHBIX CPEACTB, HA OCHOBE
YTBEPIKICHHBIX OPTaHU3AI[HIOHHO-PACTIOPSIUTENBHBIX IOKYMEHTOB TI0 3aIIMTe HH(pOopMaIumy;

Ha3HAYEHUS U MOATOTOBKON PaOOTHUKOB, OTBETCTBEHHBIX 32 OPTaHU3ALMIO U OCYIIECTBICHHUE
MEPOTIPUSITHIA TT0 0O0ecTieueHnI0 HHPOPMAIIMOHHOM O0e3omacHocTy B LeHTpe;

HAJCNEHUsT KaXXJIOro pa0OTHHKA MHUHHMAIBHO HEOOXOJUMBIMU IpaBaMu Mpu paboTe B
nH(pOpMaITMOHHON HHPPACTPYKTYPE COTIIACHO MX JTOJDKHOCTHBIM 00s3aHHOCTSIM;

coOroeHHs] BCeMH pa0OTHUKAMHU, SKCILTyaTUPYIOIIUMHU U 00CITYKUBAIOIIMMH MPOTpaMMHbIE
U IpOorpaMMHO-allllapaTHbIE  CPEACTBA, TPeOOBAaHMI  OpraHU3alMOHHO-PACIOPSIUTEIbHBIX
JOKYMEHTOB I10 BOIIpocaM o0ecrieyeHHst HHPOPMallMOHHOM O€30MacHOCTH;

NIEPCOHAIBHON OTBETCTBEHHOCTHIO KaXJIOTO pAaOOTHHMKA 3a CBOM JIEHCTBHSA, Y4acCTBYIOIIETO
B paMKax CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEW B Mpolieccax aBTOMAaTHU3UPOBAHHOH 00pabOTKU
MH(pOpPMaLIMU ¥ UMEIOIIEro JAOCTYII K pecypcaM HH()OPMALIMOHHBIX CUCTEM;

peanu3anmel TEXHOJIOTHYECKHUX MPOIECCOB 00pabOTKM HMH(OpPMAIUA C HCIOIH30BAHHEM
KOMIUIEKCOB ~ OpPraHM3allMOHHO-TEXHUYECKMX MEp 3allluThl IPOrpaMMHOro oOecredeHus,
MPOrPaMMHO-AIAPATHBIX CPE/ICTB;

MPUHATHS MEp 10 00ECTIeYCHUIO (PU3NIECKOM LIETTOCTHOCTH MTPOrPaMMHO-AIIAPATHBIX CPEACTB
MH(OPMAITMOHHBIX CHCTEM U MOJIZIepKaHNEeM HE0OX0IMMOT0 YPOBHS 3alllUIIIEHHOCTH KOMIIOHEHTOB;

UCIIOJIb30BAaHUsl POrPAaMMHBIX M MPOTPaMMHO-ANIMAPaTHBIX CPEACTB 3alllUThl MH(GOpMaLUU
oOpabarbiBaeMoM B LIeHTpe 1 aAMUHUCTPATUBHOMN MOIJIEPKKON X UCTIOIb30BAHUS;

KOHTPOJII  COOJIIOJICHUSI TTOJTB30BATENIMA HH(POPMAIIMOHHBIX CUCTEM TPEOOBAHMI 110
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obecrnieueHnI0 HHPOPMAIIMOHHOM 0€30MaCHOCTH;

npoBe/ieHus aHanu3a 3(HEKTUBHOCTH MPUHSTHIX MEpP 3aIIUTHl HHPOPMALIUU M TPUMEHSIEMbIX
cpenacTB 3aumThl HHGopMmanuu B LleHTpe;

pa3paboTKH UpeaTn3aluy MPEIIOKESHUH 10 COBEPUICHCTBOBAHHUIO CHCTEM 3aIlIUTHI
uHpopmanuu B Llentpe.

3 MNPUHIOMUIBI OBECIIEYEHUS HH®OPMAIIMOHHOM BE3OITACHOCTH

Obecneyenne HHGOPMAITMOHHON OE30MAaCHOCTH, JTOHKHO OCYIIECTBIISITHCS B COOTBETCTBUH
CO CIICAYIONIMMU OCHOBHBIMH MPUHLIUTIAMHU:

IpyuHUOMI 3aKOHHOCTH

[Ipu BBEIOOpE MEpOMPHATHH 10 3aIUTe WHPOPMAIIMH, TODKHO COONIOAATHCS JEHCTBYIOIIEE
3akoHoaTeNnbCTBO Poccuiickoit deneparyu B cepe 3amuThl HHPOPMALIUH.

Bce paboTHMKM JOKHBI MMEThH INpe/CTaBleHHe 00 OTBETCTBEHHOCTH 3a IMPAaBOHAPYIICHUS
B cdepe 3amuTsl uHPopMmanuu. [IporpamMMmHo-anmapaTHble cpeAcTBa, NMpumMeHseMblie B LleHTpe,
JOJDKHBI UMETh COOTBETCTBYIOLIHME JIMLIEH3UU, OQHUIMAIBHO MPHOOPETaThCsl Y MpeACTaBUTENCH
Ppa3paboTYUKOB 3TUX CPENICTB WM SBJIATHCA HHTEIJIEKTYyalIbHOM cOOCTBEeHHOCTHIO LleHTpa.

IIpuHIMII CHCTEMHOCTH

[Tpu cozmanuu CUCTEMBI 3aLIUTHI JOJIKHBI YUUTHIBATHCS aKTyaJbHbIE YIpo3bl 0€30MacHOCTH
uHpOpMaLMK, BO3MOXKHbBIE OOBEKTHl M HANpPaBICHHUS aTaKk HAa HEe CO CTOPOHBI HapyIIUTENeil.
Cucrema 3aluThl TOJIKHA CTPOUTHCS C YYETOM HE TOJIBKO U3BECTHBIX KAHAJIOB YTEUKU HHPOpMAIIIH,
HO ¥ C y4€TOM BO3MOKHOCTH TTOSIBJICHUSI HOBBIX YS3BUMOCTEH B IIPOrPAaMMHOM 00€CIIeUEeHUN.

IIpyHIHMI KOMILIEKCHOCTH

KommuiekcHoe MCIoNb30BaHUE CPENICTB 3alIUThI HH(POPMALIUHU MIpEeanoaraeT corJjacoBaHHOE
MPUMEHEHHE MTPH TOCTPOSHUH LEJIOCTHONW CHCTEMBI 3allIUThI, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHBIE
yrpo3bl 0e3omacHOoCTH MH(pOpMauu. 3amuTa JOKHA CTPOUTHCS dUIeToHupoBaHO. Dusnyeckas
3alUTa JOJKHA 00ecreuynBaThCs PU3NYECKUMHU CPEICTBAMU U OpraHU3allMOHHBIMU MEPaMHU.

[Ipu mocTpoeHuu, BHEAPEHUH U HKCIUTyaTAllUH CUCTEMBbI 3aIIUThI HH(OPMAIIMKA PYKOBOJCTBO
Llentpa o6ecneunBaer ycnoBus Uit 3()QeKTHBHON KOOpIMHALMK ACUCTBUI BCeX JIMII,
obecreunBarouX HHPOPMAIIMOHHYIO 0€301TaCHOCTb.

IIpuHIUI CBOEBPEMEHHOCTH

Pa3paboTka cucremsbl 3amuThl HHGOPMAIMK JTOJDKHA BECTUCH MapalliebHO ¢ pa3paboTKOM
u  WHOOPMAIMOHHOW CHUCTeMBl. OTO TO3BOJIUT Yy4YecTh TpeOoBaHMs O€30MacHOCTH TMPHU
NPOCKTUPOBAHUM ApPXUTEKTYpbl M, B KOHEYHOM cyeTe, co3Aarh Oojee 3(QeKTUBHbIC
MH(}OpPMalMOHHBIE CUCTEMBI, 00J1a/1al01IKe JOCTATOYHBIM YPOBHEM 3aIUIICHHOCTH.

IIpuHOMI IPeeMCTBEHHOCTH

[TocTosiHHOE COBEpIIEHCTBOBAHWE MEp M CPEACTB 3alluThl HHGOpMalMd Ha OCHOBE
IPEEMCTBEHHOCTH OPTaHM3AallMOHHBIX W TEXHUYECKHX PELICHHWH, KaJpoBOTO COCTaBa, aHAIM3a
(GyHKIIMOHUPOBaHUSI MH()OPMALIMOHHBIX CUCTEM M CHUCTEMBl €€ 3alUThl C y4EeTOM H3MEHEHHI
B METOJaxXx M CpEeACTBaX IepexBara HHPOPMALUU, HOPMATUBHBIX TpeOOBaHMN IO 3allUTe
nHpopmanuu.

IpyuHOMI 70CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obOecnedeHrue nHHOPMAITMOHHON 0€30MacCHOCTH U IICHHOCTH
UH(POPMALIMOHHBIX PECYPCOB Ha BEJIMYMHY BO3MOXKHOTO yIiepOa OT X pa3rialleHus], YHUUTOKCHHS
U ucKaxkeHus. Vcnonb3yemble Mephl M CPEJCTBA 3alUThl MHPOpPMAIMK HE AOKHBI yXyIIIaTh
HPrOHOMUYECKHE NTOKA3aTeIN KOMIIOHEHTOB HH()OPMAIIMOHHBIX CUCTEM.

[IpuHUUN 0TBETCTBEHHOCTH

BosnoxeHne 0TBEeTCTBEHHOCTH 3a o0ecrieueHre 6e30macHoCTH HHPOpMaI U ee 00paboTKU
Ha KaXJ0ro pabOTHUKA B Mpelenax ero MOJTHOMOYMU. B COOTBETCTBHUM C 3THM MHPUHLIUIIOM
pacripenienieHue TMpaB U 00S3aHHOCTEH paOOTHUKOB CTPOMTCS TaKUM 00pa3oM, YTOOBI B Cilydae
T000T0 HAPYIIECHUS OBLT U3BECTEH HAPYIIUTEIb.

IIpuHIUN 000CHOBAHHOCTH ¥ TEXHUYECKOM pean3yeMocTH

HNudopmalinoHHbIE TEXHOJIOTHH, IPOTPAMMHBIE M IIPOTPaMMHO-aNapaTHbIe CPeACTBA, MEPHI
3alIUThl MTHPOPMALUU JOJDKHBI OBITh PEaTHM30BAHbBI 0 COBPEMEHHBIM PEIICHUSM, 00OOCHOBAHBI
C TOYKH 3pEHMs JOCTHXKEHUS 33JaHHOTO YPOBHS 3aIIUIIEHHOCTH MHGOPMAIIUU U SKOHOMHUYECKOI
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11e51eco00pa3HOCTH, a TaKXKEe COOTBETCTBOBATH YCTAHOBJICHHBIM HOpPMaM M TPeOOBaHUAM I10
0e30macHOCTH HH(GOPMAITHH.

IHpunuun npogeccuonaanima

Peanuzanus mep 3amuThl HHGOPMALIMK U SKCILTyaTalUsl CPEICTB 3aUThI HH(OpMaLUU
AO0JIKHA OCYHICCTBIIATHCA HpO(l)eCCI/IOHaHLHBIMI/I cricuuajanucTraMu.

[TpuBneyeHue crniennaIn3upPOBAHHBIX OpraHU3aluil K pa3paboTKe CPeCTB U peaan3aluu Mep
3Tl MHQOPMAIMH, TOATOTOBICHHBIX K KOHKPETHOMY BHJY ACATEIBHOCTH MO 00eCHeueHHUI0
6e301macHOCTH HH(POPMALIMOHHBIX PECYPCOB, UMEIOLIUX OIBIT IPAKTHUECKON pabOThI U JINLIEH3UH Ha
MIPaBO OKa3aHUs yCIYyT B 3TOH 00IacTH.

IpyHIMI MUHMMHU3AIMU TPUBUJIETHI MTOJIb30BaTe el

O6€CH€‘I€HI/IG OJIL30BaTenei MMPUBUIICTUAMU MUHUMAJIBHO JOCTATOYHBIMU IJI BBIITOJIHCHH A
MMH CBOUX JIOJDKHOCTHBIX 00si3aHHOCTeH B LleHTpe.

4 OCHOBHBIE TPEBOBAHMUA 110 3AINUTE UHOOPMALIUU
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThl MHGOpPMALUU AOHKHA MPETyCMaTpUBATh KOMILJIEKC OpPraHU3alMOHHBIX,
MPOrpaMMHBIX U MPOTrpaMMHO-aNMNapaTHRIX CPEACTB U MEp MO 3auiuTe WH(opmanuu B mporecce
ee 00paboTKH.

BrimonHeHne TpeboBaHUN JOCTUTAETCS 32 CUET pealn3alui Ha 00beKTax MH(OpMaTH3AINN
Mep 10 3aIuTe HHPOpMaIuu:

UIeHTU(UKAITIN U ayTeHTU(UKAITUN CYOBEKTOB JI0CTyIAa U 00BEKTOB JIOCTYIIA;

YIPaBICHUIO JOCTYIIOM CYOBEKTOB JOCTYNA K 00BEKTaM JIOCTYIIA;

OTpaHUYEHUIO TPOTPaMMHOM Cpe/ibl;

3aIIMTE MAITUHHBIX HOCUTEJICH MePCOHATBHBIX JaHHBIX;

perucTpanyu COOBITHI 0€30MTaCHOCTH;

AQHTUBHUPYCHOU 3aLIUTE;

0OHApY>XCHHIO BTOP)KEHUI;

KOHTPOJTIO (aHAJIM3Y) 3alIUIIEHHOCTH IEPCOHANBHBIX TaHHBIX;

00ecneveHnIo eT0CTHOCTH HHPOPMAIIMOHHOM CUCTEMBI U IEPCOHANIBHBIX TaHHBIX;

00eCnevYeHNI0 TOCTYITHOCTH IEPCOHANIBHBIX JaHHBIX;

3aIUTHI Cpebl BUPTYaTU3alNN;

3aIUTHl TEXHUYECKUX CPEJICTB;

3alUThl THPOPMAIIMOHHOM CUCTEMBI, €€ CPEJCTB, CUCTEM CBSI3U U NIEpeIauH JaHHbIX;

BBISIBJICHHUIO HHIIUJICHTOB U PearupoBaHue Ha HUX;

yhpaBiIeHUI0 KOHGUrypauuei nHGOpMallOHHONW CUCTEMBI U CHCTEMBI 3aIlUThI
MEPCOHATBHBIX JaHHBIX.

LlenTp, kak obnagaTens WHGOPMALMKU OTPAHUYEHHOTO JIOCTYIIA,IPU OCYILIECTBICHUH CBOUX
npaB 0053aHO:

co0Jr0/1aTh MpaBa ¥ 3aKOHHBIE MHTEPECHI MHBIX JIUII;

MPUHUMATH HEOOXOAUMBIE MEPHI IO 3aluTe HHpOpMALIHK;

OTPaHUYMBATH JOCTYI K HH(POpPMAIIHH, €CITH TaKas 003aHHOCTh YCTAaHOBIICHA
3aKoHOJaTenbCcTBOM Poccuiickoi denepannu.

B tom umcne Llentp, BmpaBe eciu MHOE HE NMPEAYCMOTPEHO 3aKOHOJATEIbCTBOM
Poccuiickoit @enepanuu:

paspelaTh Ui OTPaHUYNBATh TOCTYT K HH(OPMAIIUU, ONIPEACTIATh MOPSAO0K U YCIOBHUS TAKOTO
JOCTYTIa;

HCIOJIb30BaTh HHPOPMAIUIO, B TOM YHCIIE PaCIPOCTPAHATH €€, 10 CBOEMY YCMOTPEHUIO;

nepenaBaTh WHGOPMALMIO JPYTMM JIMIaM Ha YCTAHOBJIIEHHOM 3aKOHOJATEILCTBOM
Poccuiickoit @enepanii OCHOBAaHUH;

3aIUIIAaTh YCTAHOBIIEHHBIMH 3aKOHOAATEILCTBOM Poccuiickoit Menepaiuu criocodbaMu CBOU
IpaBa B cllyyae HE3aKOHHOTO MOTyYeHHs MH(OPMAaLIUU WK €€ He3aKOHHOT'O UCIIOJIb30BaHUSI HHBIMU
JTUIAMU;
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OCYILECTBIISITh MHBIE JEHCTBUS ¢ MH(pOpMAIMeld WM pa3pemaTrbh OCYLIECTBICHHE TaKHUX
NEeUCTBUH, €CM 3TH JIHCTBUS HE MPOTUBOpeYaT (efepalbHbIM 3aKOHAM U APYTrMM HOPMaTHBHO-
npaBoBbIM akTaM Poccuiickoit denepanun.

3ammra uHGpOpPMALMKM  OTPAHUYEHHOTO  JIOCTyNa  IpPEJICTaBiIseT CcOOOW  HpHUHATHE
OpPraHU3aIMOHHBIX U TEXHUUECKUX MEp, HAIIPaBICHHBIX Ha:

cobmoienre KOH(UISHITNATFHOCTH WHMOpMaIuu (MCKIIIOYEHHE HEMPABOMEPHOTO JTOCTYIIA,
KOMMPOBaHMsI, IPEAOCTABICHHUS WU PacIpOCTpaHEHUS UH(OpMAIIHIHN);

obecrieueHre MEeITOCTHOCTH HMHGOpMAIU (MCKIIOUEHHE HEMPAaBOMEPHOTO  YHHUUYTOXCHUS
WIA MOIU(PULIMPOBAHUS HH(DOpMAIIH);

peanu3anuio rnpasa Ha JOCTYI K HH(OpMaIiK (MCKIIIOYSHHE HETTPAaBOMEPHOTO OJIOKUPOBAHHUS
nHpopmarun).

CpencTBa 3aiuThl HHPOPMALIUU BHEAPSIOTCS 10 pe3yJbTaTaM IPOBEAEHUS OLIEHKU PUCKOB
UH(POPMALIMOHHOHN 0€30MacHOCTH.

Opranuszanus 3alUThl HHGOpMaMu

[Tpu opranuzauuu B LlenTpe 3amuThl MHQOpPMALMH, JOJKHBI BBIMOIHITHCS TpPeOOBaHUS
®enepanpbHoro 3akoHa ot 27.07.2006 Ne 149-®3 «O6 wunHbpopManuu, WHOOPMAITMOHHBIX
TEXHOJIOTHSIX M O 3aluTe WH(GOPMAIMU», KOTOPBIE PETYIHUPYIOT OTHOIICHHS, CBSI3aHHBIE C
YCTaHOBJICHHEM, U3MEHEHHEM U TIPEKPAIICHHEM pexxuMa 00paboTKu 3amuiiaeMoit nadopmaruu. B
TOM 4ucle TpeOoBaHHS O 3ammTe WH(GOPMAIMU, HE COCTaBISIONIEH TOCYJapCTBEHHYIO TaiiHY,
coJiepkalieiicss B ToCyJapCTBEHHBIX HH(OPMALMOHHBIX CHCTEMaxX YTBEP)KICHHBbIE MPHUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «O06 yTBepkaeHHH TpeOOBaHHM O 3amuTe MHPOpPMALUH,
HE  COCTaBJAIONIEH  TOCYJApCTBEHHYIO  TailHy, COJEpJ)Kallleicsi B  TOCYJapCTBEHHBIX
WH(OPMALIMOHHBIX CHUCTEMaxX» ISl TOCYIAPCTBEHHBIX WH(MOPMAIMOHHBIX CHUCTEM, MO KOTOPHIM
Hentp sBasiercss OnepaTopom.

B IlenTpe moMuMO peanu3anvii OCHOBHBIX MeEp 3allUThl WHGOPMAIUU OCYIIECTBISETCS:

peryisipHasi OIIEHKa U yIpaBieHHEe pUCKaMU HH(POpMAIMOHHOW Oe30macHOCTH B
COOTBETCTBHUH C YCTAHOBJICHHBIMU MPOIIEAYPaMU B OOJIACTH YIPABICHUSI PUCKAMH,

nH(popMupoBaHue, 00ydeHHEe M I10 BhIIICHUE KBanudukanuu padotHukoB llentpa B cdepe
MH(POPMAIIMOHHOH O€3011aCHOCTH;

METOJMYeCKasi TOMOI, paOOTHUKAM B BOMpocax o0ecredeHus WHOOPMAIMOHHON
0e30IMacHOCTH;

aHAJIU3 U TIOUCK BO3MOYKHOCTEH IO MOBBILLIEHUIO YPOBHS 3aIIUIIIEHHOCTH HHPOPMAITUH.

Jlns opraHu3anmu 3amuThl WHGopMauu, LIeHTp BmpaBe MPUMEHSTH CPEIACTBA U METOJIBI
TEXHUYECKON 3alllUThl, NPEINPUHUMATh JApyrue, HE NPOTHUBOpEYAlUe 3aKOHOJATENIbCTBY
Poccuiickoit denepanuu, Mepsl.

B pamkax obecnieueHus 3alUThl HHPOPMAIIUH, B paMKaX TPYJIOBBIX OTHOIIEHUH HEOOXOMMO
03HAKOMUTH O] POCIUCH PAOOTHUKOB, TOCTYI KOTOPBHIX K HHPOPMAIIUH OTPAaHUYSHHOTO JTOCTYTIA,
HEOOXOUM JJIsl BBITIOJTHEHHS] UMU CBOUX JOJKHOCTHBIX 00SI3aHHOCTEH, ¢ IepeyHeM HH(pOpMaIun
OTPAaHUYEHHOTO JIOCTYTA, U MPUHATHIMU B LleHTpe Mepamu 3amuThl HHPOpPMAIIHH.

Oco0eHHOCTH 3aIUTHI MEPCOHATbHBIX JAHHBIX

[Ipu opranmzamuu oOpabotku B LleHTpe mepcoHaNbHBIX JaHHBIX HEOOXOJMMO
PYKOBOACTBOBaThCs TpeOoBaHusmMu denepanbHoro 3akona ot 27.07.2006 Ne 152-03
«O nepcoOHaNbHBIX TaHHBIX».

[lepeuenr Mep, BHIMOJTHEHHE KOTOpPHIX oOecneunBaeT LIeHTpB KadecTBe ormeparopa
MEPCOHAIBHBIX JAHHBIX, TOJIKEH BKJIIOYATh:

Ha3Ha4yeHue B L[eHTpe OTBETCTBEHHOTO 3a OpraHu3alrio 00pabOTKH MEPCOHANBHBIX TaHHBIX;

pa3paboTKy TOKYMEHTOB, OMPEIEIAIOMINX IPaBUiia B OTHOIIEHUH 00pabOTKU MePCOHATbHBIX
naHHbIX B LleHTpe, TOKAIbHBIX aKTOB IO BOIIPOCaM 00pabOTKH MEPCOHATBHBIX TaHHBIX; TPUMEHECHUE

OpPraHM3aI[MOHHBIX U TEXHUYECKHX Mep Mo obecredeHuio 0e30MacHOCTH
MEPCOHAJIbHBIX JTAHHBIX B COOTBETCTBMHU CO cTathed 19 ®denepanbHoro 3akona ot 27.07.2006
No 152-@3 «O nepcoHalbHBIX JaHHBIX Y,

BBITIOJTHEHHE TPEOOBAHUI 1O COCTABY M COACPKAHUIO OPTAHU3AIMOHHBIX M TEXHUYECKHX MEP

10



no obecrieueHHI0 0€30MaCHOCTH MEPCOHATIBHBIX JaHHBIX NpU UX 00paboTke B MH(OPMAIIMOHHBIX
CcHUCTeMax MNEPCOHANBHBIX NaHHBIX YTBEePKIAEHHBIX [Ipukazom @CTIK Poccum ot 18.02.2013 Ne 21
«O0 yTBEp)KJICHUH COCTaBA U COJICPIKAaHUS OPTaHU3ALMOHHBIX U TEXHUYECKUX MEp 10 00eCeueHHIO
0€30MacHOCTH TEPCOHANBHBIX JAaHHBIX MPH HX 00paboTKe B HH(POPMAIMOHHBIX CHCTEMax
MEPCOHAITBHBIX JTaHHBIX);

OLICHKY Bpe€lla, KOTOpbIi MOKET OBbITh NPUYMHEH CYObEKTaM IMEpPCOHANbHBIX JaHHBIX
B cinydae HapymeHus @enepanbHoro 3akoHa Ne 152-dD3, cooTHOIIEHHME YyKa3aHHOIO Bpezaa
U MPUHMMAEMbIX ONEpPaTOpOM Mep, HANpaBJICHHBIX Ha OOEcrieueHue BHINOJHEHUS 00s3aHHOCTEH,
nperycMOTpeHHbIX PenepanbHbiM 3akoHOM Ne 152-D3;

O3HaKoMmJIeHHEe pPaOOTHUKOB ILleHTpa, HEMOCPEICTBEHHO OCYIIECTBISIOMMUX 00paboTKy
MEPCOHAJIbHBIX JIAHHBIX, C TOJIOKEHHSAMHU 3aKkoHozaTenbcTBa Poccuiickorn dDexpepamuu o
NEPCOHAIBHBIX JAaHHBIX, B TOM 4YHUCJIE TpPEeOOBaHMAMH K 3alIUTE MEPCOHAIbHBIX JaHHBIX,
JOKYMEHTaMH, omperenstonmMu tpedoBanus LleHTpa B oTHOmEHMH 0OpaOOTKH MEPCOHAIBHBIX
JAHHBIX U 00yYeHHE, TPU HEOOXOAMMOCTH, YKa3aHHBIX PAOOTHHUKOB.

ObecneueHne 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JJOCTHTAeTCsl, B YaCTHOCTH:

onpefieiecHueM YIrpo3 W HapyluTened O0e30MacHOCTH TMEepPCOHANBHBIX JAaHHBIX MpPHU HUX

00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATBLHBIX JaHHBIX;

OTpe/ieIEHUEM YpPOBHS 3alUIIEHHOCTH TEPCOHANBHBIX JAaHHBIX B COOTBETCTBUHU C
tpeboBanusimu [locranosnenus IpaButenscrBa Poccuiickoit @enepanuu ot 01.11.2012 Ne 1119
«O06 yTBepkACHUU TpeOOBaHUM K 3alUTE MEPCOHAIBHBIX JaHHBIX TP HX 00paboTKe B
MH(OPMALIMOHHBIX CUCTEMAX IMEPCOHATIBHBIX TaHHBIX;

NPUMEHEHHUEM MPOILICAIINX B YCTAaHOBJIEHHOM MOPSIKE MPOLEAYPY OLEHKH COOTBETCTBHUS
CpPEZCTB 3alUThI HHPOPMAIIUH;

OLICHKOM 3(h(PEKTUBHOCTH MPUHUMAEMBIX MEp MO 3alllUTe MEePCOHATBHBIX JaHHBIX J0 BBOAA
B OKCILTyaTalUIO HH(POPMAIIMOHHON CUCTEMBbI IEPCOHATBHBIX TaHHBIX;

BOCCTAHOBJICHHEM NMEPCOHANBHBIX JaHHBIX, BCIEICTBUE MOTYYCHHS] HECAaHKIMOHHUPOBAHHOTO
JIOCTYTIA K HUM;

YCTaHOBJEHHEM TMpaBWJI JOCTyla K TEepCOHANbHBIM JaHHBIM, OOpalOaThiBa€MbIM B
UH(POPMALIMOHHBIX CHUCTEMaxX NEPCOHANbHBIX JAHHBIX, a TaKKe OOECIeueHHEM PETrUCTpPallu U
yueTa BceX JACWCTBUM, COBEPIIAEMBIX C MEPCOHATLHBIMU JAaHHBIMHU B MH()OPMAIMOHHBIX CUCTEMAax
MEPCOHAIBHBIX JAaHHBIX;

KOHTPOJIEM 3a IPUHUMAEMbIMH MEpaMH I10 3aIIUTe NePCOHATbHBIX JaHHBIX U OMPEIEICHHOIO
YPOBHS 3aIIMIICHHOCTH HMH()OPMAIIMOHHBIX CHUCTEMaxX IMEPCOHAJIBHBIX IAHHBIX B IpOLIECCE €e
JKCILTyaTaluu.

5 OCHOBHBIE TPEBOBAHUSI K IPOHECCAM OBECITEYEHUSA
NH®OPMALIMOHHOMU BE3OITACHOCTHU

Metoaunueckoe pyKOBOJCTBO, pa3pabOTKy pelIeHui 1o 3aiumTe nH(HOopMaIiy, COTIacOBaHNe
BbIOOpa CPE/ICTB BBIUMCIUTEIBHOM TEXHUKH, IPOrPaMMHBIX M IPOTrpaMMHO-aNapaTHBIX CPEJCTB
3alIUTHl UHPOPMALIMU, OPTaHU3AIMIO PAOOT MO BBIABICHHIO BO3MOXHOCTEH M MPEAYNPEKICHHUIO
YTE€YKH ¥ CBOKMCTB 3ammuiiaeMod uWHOOpMAIUMU, aTTecTaluio OOBEKTOB HHGOPMATH3AINN
OCYIIIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHBIE IoapazeneHus Llentpa.

Pusnyeckas 0e30MaCHOCTH

[IpuHATBIE OpraHU3allMOHHBIE M TEXHUYECKHE Mephl M0 3amure nomeweHuil lLlenrtpa,
CEepBEPHOT0 M KOMMYTAllMOHHOIO OOOpYJOBaHUS, aBTOMAaTH3UPOBAaHHBIX pabodyuMx MecT
noJjbp30Bareiel nHPOPMALMOHHBIX cucTeM LleHTpa obecneunBaioT peaan3aluio CISAyIOmuX Mep
10:

pasrpaHUuEHHIO JOCTyrma pabOTHUKOB B momemieHus LleHTpa B COOTBETCTBUM C HX
MOJTHOMOYHSIMU U IOJIKHOCTHBIMH 00SI3aHHOCTSIMU;

KOHTPOJMPYEMOMY NpeOBbIBAHUIO MOCTOPOHHUX JHIl B LIeHTpe B momemieHus, B KOTOPBIX
BezieTcs: 00paboTka MH(POPMALMU OTPAaHUYEHHOTO AOCTYIa M pa3MEILIeHbl alnapaTHbIE CPeCTBa
UH(POPMALIMOHHOM CUCTEMBI;

[Tomemenuss IlenTpa npomkHBI ObITH OOOPYINOBaHBl JI€TEKTOPAMU OTHA U JbIMa,
OTHETYIIUTENIIMUA, CUCTEMaMH KOHIUIMOHUPOBAaHUS BO3/yXa, CPEACTBAMU OXPaHHO-IIOKAPHOU
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CUTHAJIM3aLlUH.

OcHOBHOE CepBEepHOE U KOMMYTallMOHHOE 00opynoBaHue LleHTpa JOMKHO ObITH 3alIUIEHO
0T mepeboeB B MOJaue 3JIEKTPOIHEPrUM IMyTeM MOAKIIOUEHMSI K DIIEKTPOCETU C NPUMEHEHUEM
UCTOYHUKOB OecriepeboiiHoro muranus. VcTouyHuku OecriepeOOWHOTO NHUTAHHS HEOOXOAUMO
pEryJsipHO TECTHPOBATH M IPOBEPATH YIOJHOMOUYEHHBIM paboTHHKaM LleHTpa B COOTBETCTBUU C
PEKOMEHAALUAMHU TPOU3BOUTEIS.

[TopratuBHBIE TEXHMYECKME CpEACTBA HE JIOJDKHBI — OCTaBaTbCsl 3a  IpelieslaMu
KOHTpOJHpyeMoii 30HbI LleHnTpa 6e3 KOHTpOoIIst O CTOPOHBI paboTHUKOB LleHTpa.

Be3onacHocTh Ha padoueM MecTe

3amperiaercss BECTH 3allCh Mapojieil B OTKPBHITOM BHJAE€ Ha MaTepHabHbIX HOCHUTENSX,
3a UCKJTIOYEHHEM CJIy4aeB, periiaMeHTUPOBAHHBIX METOJIOB XPAHEHUS.

JIOKYMEHTBI U HOCHTEIH C HH(pOpMalMeld OrpaHMYEHHOTO JOCTYIa JOJKHBI YOUpPAaThCs
B omedarbiBaeMble MecTa (ceddwl, mkadbl W T.I.), NMpU yxome ¢ pabouero Mecra. Ha
aBTOMAaTH3UpPOBaHHOM paboueM Mmecte [lonmp3oBaTens pabodast ceccust AOJDKHA OBITH MpepBaHa,
pabounii cron 3abnokupoBaH. Bxoa monb3oBarenss B CHCTEMY HE JOJDKEH BBIOJIHATHCS
ABTOMATHYECKH.

JlokyMeHTBI, coiepxaliue MHPOPMAIMIO OrPaHUYEHHOTO JOCTYMa, JOJKHBI Cpa3y U3bIMAThCS
U3 TeyaTalomuxX ycTpoicTB. Jlnsg yTunm3anmuu KOH(DUICHIMANBHBIX JTOKYMEHTOB, JIOJKHBI
HCIIOJIb30BaThCA YHUUTOXKUTEIN JOKYMEHTOB HE HIDKE 4 YpOBHS MO cTaHIapTy Oe30MacHOCTH,
IPUMEHSIEMOMY K YHUUTOXXUTENSAM JOKYMEHTOB.

[Ipu wucnonb30BaHUM MOOWMJIBHBIX TEXHHYECKHX CPEACTB HEOOXOIMMO COOJI0IATh
JOTIOTHUTEJIbHBIE MEpPBbI MO PErIaMEHTallMd M KOHTPOJIO HUCIOJb30BaHUS B MH(POPMAIMOHHOI
cUCcTeMe MOOUIIbHBIX TEXHUYECKUX CPEICTB.

HaxoxneHnue mnpeacraBuTeneil IOpUAMYECKUX JIHMI[ B paMKax HCIIOJHEHUS JIOTOBOPHBIX
0053aTeNIbCTB B TOMEIIEHHUSIX, B KOTOPBIX BeaeTcsi oOpaboTka HMH(OpMAIMM OTPaHUYCHHOTO
JocTyna HH(POPMAIIMOHHON CHCTEMBbI, BO3MOKHO TOJBKO B COINpPOBOXKAEeHWU paboTHuKa LleHTpa,
JIOMYLIIEHHOTO J10 00pa00TKM Takoi HHPOPMALIUH.

Pa3memienne TeXHHUYECKHMX CpEACTB BbhIBOJa HHGoOpMauuu B mnomemeHusx LlenTpa
NPOM3BOJIUTCS C YYETOM HCKIIOUEHHUS BO3MOXXHOCTH BHU3YaJbHOI'O IMPOCMOTpa HH(OpMaIu
MOCTOPOHHUMH JIMLIaMU ¥ paOOTHUKAMU, HE TOMYUICHHBIM K paboTec qaHHOU HH(OopMaLuen.

TexHuueckue cpeacTBa JOJDKHBI pa3MelIaTbcs W XPAHUTHCS TakUM 00pa3oM, YTOOBI
COKpPATUTh BO3MOKHBIIM PUCK MOBPEXKIECHUS U YTPO3bl HECAHKLIMOHUPOBAHHOTO IOCTYTIA.

Texnuveckoe 00caykKUBaHHE 000Py10BAHUS

Texnuueckue cpencrBa lleHTpa MOMKHBI TPOXOAUTH HA PETYJSIPHOM OCHOBE CEPBUCHOE
00CITy’)KUBaHHE B COOTBETCTBUU C PEKOMEHIAIMSIMU ITPOU3BOAUTENECH 000pyJ0BaHUSI.

PeMOoHT u cepBHUCHOE OOCITyXHBaHHE OOOPYIOBAaHUS JOJIKHBI BBIMIOJHATHCA TOJIBKO
KBTU(DUIIUPOBAHHBIMU CIICIIHATTUCTAMH.

Texuuueckoe oOCITy)XHBaHUE OOOPYIOBaHMS CTOPOHHUMH OPTraHM3ALMSAMH HE JIOJDKHO
MPUBOJUTD K PUCKY HapYIIeHHUS KOH(UICHIINAIbHOCTH 3aIlIUIaeMoi HHPOpMAaIUH.

B3aumojeiicTBHe ¢ TPeTbUMH JTULAMHA

B nensx obecnieuenus napopmannonHoi 6e3onacHoctu LleHTpa mpu B3auMOACHCTBIN C
TPETHUMHU JIMLIAMU JTOJKHO BBITIOJHSTD CJICAYIOIINE MEPOIIPHUITHS T10:

3aKJIFOUEHUIO COTJIAIlIeHuUs O Hepas3rJalleHn HH(OpMalluy OrpaHUYEHHOTO JOCTYTIA,
MOJIyYEHHOM B XO/I€ UCTIOJIHEHUS TOTOBOPHBIX 00sI3aTEIIbCTB;

OCYIIIECTBIICHUIO KOHTPOJIS 3a EHCTBUSMU NPEICTaBUTENEH KOHTPAreHTOB B Mpeenax
KOHTpoJsipyemon 30H LleHnrpa.

YnpasJiieHue ;KU3HEHHBIM IHUKJIOM HH(POPMAIIMOHHBIX CHCTEM

Meponpustasi B mpolecce >KU3HEHHOTo IUKIa MHPOPMALMOHHBIX cucteM LlenTpa
JOJKHBI OBITH HampaBieHbl Ha oOecredeHue 3auluThl WHGOpMaluu MpU BBOAE B JCHCTBHUE,
HKCIUTyaTallly, CONPOBOXKICHUN W MOJACPHM3ALMH, BBIBOAA W3 dKCIUTyaTarud. OCHOBAaHUEM IMpH
pa3zpaboTke HHGOPMALMOHHBIX CHCTEM JOJDKHBI SIBISATHCS PEUICHUS NPUHSATHIE Ha CTaluu
dbopMupoBaHus TpeOOBaHMIA, coaepkamue TpPeOOBaHUS B TOM YHCIE MO CHUCTEME 3allUThI
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uHpOpMaLIKH.

JIroboe miaHupyemMoe K BHEAPEHHUIO H3MEHEHEe MHPOPMAIMOHHOM CHCTEMBI PEIBAPUTEIHHO
JOJDKHO ~ OBITh  NMPOAHAIM3UPOBAHO HA  COBMECTUMOCTH W OTCYTCTBHE  HapyIICHHM
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJCTB 3alIUTH HH()OPMAIIHH.

Pabotel mo MopepHHM3anmMM HH(YOPMAIMOHHOW CHCTEMBI, B TOM YHCJIE IO YCTaHOBKE
IPOTPaMMHOTO oOecrieueHus 1 OOHOBIICHHIA, JIOJDKHBI IIPOBOJUTHCS B HEpaboUyee BpeMst MITH BPeMsI
HaUMEHbIIeH pabodell Harpy3KH.

[Ipu BbIBOAE U3 OKCIUTyaTalMd WH(GOPMALMOHHBIX CHUCTEM JIOJDKHO OO0ecreunBaThes
rapaHTUpOBaHHOE yAalleHne o0pabaTbiBaeMON U XpaHUMOM B HUX HH(OpPMAIIUU C UCTIOJIb30BaHUEM
CPEACTB rapaHTHUPOBAHHOTO YHUYTOKEHHUS MH(POPMALUU WIH IMyTeM (PU3HMUECKOTO YHHUTOXKCHHS
HOCHUTENIEeH HH(POPMAIIUH.

Bce mpomenypel obOecnieueHus: 3amuThl  MHGOpMAalMM, YCTaHOBIEHHBIe B LleHTpe B
OTHOIIEHMH HMHQOPMAIIMOHHBIX CHCTEM, JOJDKHBI  BBIOJHATHCA M KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMH JIMIIAMH 32 OPTraHU3alKI0 PadoT M0 3aIuTe HHPOPMAIIHH.

KonTpoJub nocryna k ”H(pOpMAMOHHBIM CHCTEMAM

Bce pabotnuku LlenTpa, nomyuieHHble K padoTe ¢ MHPOPMALUOHHBIMU CUCTEMaMH, HECYT
NEPCOHAIBHYI0 OTBETCTBEHHOCTh 32 HAPYIICHHs YCTAHOBJIIEHHOTO TMOpsAAKa 00paboTKH
uHpOpMaLIUH.

YpoBeHb TOJHOMOYMI TMOJB30BaTeNss B HMHPOpMAaNMOHHOW cucteme llenTpa momken
OTIPENIeNATHCS B COOTBETCTBHHU C €T0 JJOJDKHOCTHBIMU 00S3aHHOCTSIMH.

Joctyn nonb3oBareneil k nHGOpMaMOHHBIM cucTeMaM LleHTpa JomKeH KOHTPOIUPOBAThCS
aJIMUHUCTPATOPOM MH(OPMAITIOHHON CUCTEMBI.

Ocy1ecTBIeHNE PEryIsIpHOr0 KOHTPOJISI BHIIOJHEHHUS! OpraHU3alliOHHO-PACTIOPAIUTEIbHbBIX
JOKYMEHTOB, KacalOUIMXCS perjaMeHTalld JOoMycka paOoTHUKOB LleHTpa k MH(OpMAIMOHHBIM
CUCTEMaM.

Nnentuduxanus u ayreHTHPUKAIHAS

Joctyn monb3oBareneil K HHPOPMAIMOHHBIM CHCTEMaM JIOJDKEH MPEeAOCTaBIATHCS TOIBKO
1I0CJIE YCIICIIHOTO 3aBEPIICHUS HICHTU(DUKALINY, ayTeHTH(PHUKAIIH.

[lonyyenne monb30BaTeieM WUMEHM B WH(GOPMALMOHHON CHCTEME W Mapoiisi, KOTOpbIe
o0ecreynBaroT AOCTYH K HH(OPMAIIMOHHON CUCTEME, TOIDKHO OCYIECTBIIATHCS 110 MTPEACTABICHHIO
PYKOBOAMTEIS CTPYKTYPHOI'O MOAPA3ACIICHHUS.

YnpasJjieHue 10CTyIIOM

B IleHTpe MOKHO OCYIIECTBIATHCS YIPABJICHHE TOCTYIOM K MH(POPMAIIMOHHON CHCTEME
MOCPEICTBOM pealH3allMid HEOOXOAMMBIX METOAOB, THIIOB M TPaBUJ pa3rpaHUYEHUsS JOCTYyIa
noyib30BatesiM uHpopmarmonHoit cuctembl llenTpa. B Tom umcie obecrnedeH 3aniuIeHHBIN
yIAJIEHHBIA TOCTYNl CYOBEKTOB JOCTyNa K O0OBEKTaM JIOCTYIIa Yepe3 BHEUIHHE HH(OPMAIMOHHO-
TEJIEKOMMYHUKALIMOHHBIE CETH.

Be3onacHocTs npu padore ¢ HocuTeJasIMU MHGpOpMaUK

PabGotnuku IleHTpa MOKHBI HCIONB30BATh TOJIBKO YYTEHHbIE CHEMHBIE MAIIUHHBIC
HOCUTENU MH(POPMALUMU JJs BBIIOJHEHHUS CBOMX JOJDKHOCTHBIX 00si3aHHOCTEH. Mcmonb3oBaHue
ChEMHBIX MalIMHHBIX HOcUTeNel nHdopmanuu B LleHTpe B MHBIX LENSIX CTPOTO 3alperieHo.

CheMHbIe MAIIMHHBIE HOCUTEIN MH(POPMAIIUHU JOKHBI XPAHUTCS B ONIEYaThIBAEMBIX HIKadaXx,
B TIOMEUICHUX B KOTOPBIX MpeAycMOTpeHa 00paboTka nH(OpMaLIUK OTPAaHUYEHHOTO JOCTYTIA.

B cnyyae kpaku WM MOTEpU ChEMHOTO MAIIMHHOT'O HOCHUTENSI MHPOPMALIMH, a TaKKe MHBIX
UHIUJCHTOB, KOTOPbIE MOTYT IPHUBECTH K HapYyUICHUIO CBOWCTB HMH(OpPMALUU OTpaHUYEHHOTO
JIOCTYTIA, AOJKHBI IPOBOAUTHCS MEPONPUATHS 10 PACCIEI0BAHUIO TAKUX UHIUIECHTOB.

[Tpu BbIBOJIE M3 AKCIUTyaTallU ChEMHOI'O MAIIMHHOTO HOCUTENs MH(GOpMAIH, BCE JaHHBIE,
XpaHsIIMecs: Ha HeM, JOJDKHBI ObITh yAaJeHbl ONpeNeleHHOW KOMUCCHEH M3 Yncia pabOTHUKOB,
CPEICTBOM rapaHTUPOBAHHOTO YHUUTOXEHUS HH(POPMALIUH.

@akT YHUUTOXKEHHMS HH(OpPMAIMM HAa CBHEMHOM MAIIMHHOM HOCUTeNIe HH(pOpMauu
¢ukcupyercs B akTe 00 YHHYTOXKEHUH HH(MOPMALMM CO CHEMHOT0 MAIIMHHOTO HOCHUTEIS
uHpOpMaLIUH.
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AHTHBHPYCHAs 321UTA

B nensix oOHapyXeHHs 1 yCTpaHEHUS! BPEIOHOCHBIX IIporpamm B LleHTpe A0mKHbI

UCIIOJIb30BAThCS CPEJICTBA AaHTUBUPYCHOM 3aIIUTHI MHPOPMALIUH.

O0s13aTeNbHOMY KOHTPOJIO CpPEACTBOM AaHTHUBUPYCHOW 3alIUThl HHGPOpPMAIMM JOJKHA
nojuiexarb Jro0as uHpOpMaius (TeKcToBble (ainbl JOOBIX (opMaToB, (Qailibl JTAHHBIX,
UCTIONHSAeMBbIe (ailfibl), MoydaeMas U TepeAaBaemasl MO JIOKAIbHOW BBIYMCIUTEIBHON CETH
B TOM YHCJE U CETSIM OOILIEro IOJIb30BaHUS, a Takke WH(PoOpMalnus, XpaHHMMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTENSAX UHPOPMAIIIH.

[Ipu ycTaHoBKE NPOrPpaMMHOTO OOECIIEYEHUsI WJIM €ro OOHOBJIEHUS Ha CEBEpHOE
o0opy/sOoBaHUE [OJIKHA ABTOMATUYECKU BBIMOJIHATHCA MpeABapuUTeIbHasi MpPOBEpKa JaHHOTO
POTPaMMHOT0 00€CIIeYeHHUs HAa OTCYTCTBUE BPEJOHOCHOTO ITPOrPAMMHOT0 00eCTIeueHHS.

Oo6HoBneHue 0a3 CUTHATyp AJsl CpeACTBa aHTUBHUPYCHOM 3alluThl MH(GOPMALMU JIOJKHBI
OOHOBJISITHCS €KEAHEBHO.

[Tonp3oBaTenu O6e3 mpaB aMUHUCTpATOpa MHGOOPMAITMOHHOW CUCTEMBI LleHTpa HEe MOKHBI
UMETb BO3MOKHOCTh MOJY4EHHUs JOCTYMA K KOHPUTypallii aHTUBUPYCHOTO CPEICTBA 3AIIUTHI WIH
€ro OTKJIIOYEHHUSI.

KoHTpOJIb 3a11MIIIEHHOCTH MEPCOHATBHBIX TAHHBIX

B nensix MCKIIOYEHMs SKCIUTyaTallUd YS3BHUMOCTEH MPOrPaMMHOTO OOECHEYEHHUS JTOJIKHBI
OPOBOIUTCS pPalbOThl IO BBISBICHUIO, AHAIU3y YsI3BUMOCTEH HH(DOPMAIIMOHHOW CHUCTEMBI U
OlepaTUBHOE YCTPAHEHHE BHOBb BBIABICHHBIX Ys3BHUMOCTEH. B ToM uncne opranu3anusi KOHTPOJIS
YCTaHOBKH OOHOBJICHUS IPOTPAMMHOI0 00€CIIeUeHus, BKJIIOYasi CPEJICTB 3alUThl HH(POPMAITUH.

HUcnonb3oBaHue NpOrpaMMHOIo odecrneyeHust

Beibop mnporpammHoro oobecnedeHus Ui MPOM3BOACTBEHHBIX HYyxkJ LleHTpa momkxen
MIPOU3BOJIUTHCS B MPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOro B EMuHBIN peecTp poccHilcKux
mporpaMM JiJisi 3JIEKTPOHHBIX BBIYMCIUTENBHBIX MallMH W 0a3 JaHHBIX. B cioydae oTCyTcTBHS
aHasiora B EnHOM peectpe pocCHHCKUX MPOrpaMM ISl AJIEKTPOHHBIX BBIUMCIUTENbHBIX MAIIUH U
0a3 JaHHBIX JIOMYCKAETCs UCIOIB30BaTh POrPAMMHOT0 00eCIIeYeHne UMIIOPTHOTO TPOU3BOJICTBA.

HUcnonb3oBaHue cpecTB KPUNTOrPauecKOM 321U Thl HH(pOpMaIIUU

Obecneuenue 3amUTH HHQOPMAIIMK OTPaHUYEHHOTO JJOCTYIA OT PACKPBITH, MOAU(UKALT
W HaBs3bIBaHUs (BBOJA JIOXKHOM HMH(pOpManuM) TpU ee mepenade (MOArOTOBKE K Tepemaye)
[0 KaHalaM CBSI3M, MMEIOLIMM BBIXOJ 33 Mpenesibl KOHTPOJIUPYeMOi 30HBI 0OecreunBaeTCs
MPUMEHEHHUEM CPEJCTB KPUNTOrpaduyecKoi 3auThl HH(OOPMALIUH.

[Ipuobperenne cpenctB  Kpunrorpaduyeckod  3amuThl  UHGOpPMALUU KIICOH
OCYIIIECTBIISIETCS HA OCHOBAHHMM JIOTOBOPOB M KOHTPAKTOB C JUI[AMH UMEIOIIMMH JCHCTBYIONIYIO
mnensuto @Chb Poccun Ha ocylecTBieHHE MESTENbHOCTH IO pa3paboTKe, MPOU3BOJCTBY,
pacrpocTpaHeHUI0 MH(PPOBATBLHBIX (KpPUNTOTPaPUIECKUX) CPEACTB, MHPOPMAIIMOHHBIX CHCTEM
U TEICKOMMYHUKAI[MOHHBIX CHCTEM, 3alUIIEHHBIX C HCHOJb30BAaHUEM MIM(PPOBATHHBIX
(kpunTorpadUuECKnX) CPENCTB, BBIMOIHEHUIO padOT, OKAa3aHWUIO YCIYr B oOmacTu mudpoBaHHs
UHPOpPMALIUK, TEXHHUYECKOMY OOCITYKHUBAaHHIO IMU(PPOBAIBHBIX (KpUNTOrpaduiecKux) CpeCTB,
MH(OPMALIMOHHBIX CUCTEM M TEJIEKOMMYHHUKALMOHHBIX CHUCTEM, 3aIMIICHHBIX C MCIOJIb30BaHUEM
mupoBaIbHBIX (KpUNTOrpaUIECKUX) CPEICTB (32 HCKIIOYEHUEM CIydas, €ClId TeXHUYECKOe
obcnmy)xuBaHue MUQPPOBATBHBIX (KpuUnTOorpaduuecKnx) CpeiacTB, HHPOPMAIMOHHBIX CHCTEM
U TEICKOMMYHUKAI[MOHHBIX CHCTEM, 3alUIIEHHBIX C HCHOJb30BaHUEM MIM(PPOBATHHBIX
(kpunTorpaduecKuX) CPEACTB, OCYIIECTBISACTCS Ui oOecreuyeHuss COOCTBEHHBIX HYXK]I
IOPUAMYECKOTO JIUIA WIIK MHAUBUIYATILHOTO MPEATPUHUMATEIS).

Hcnonb3oBaHue 3J1eKTPOHHOM MOYTHI

DJeKTpOHHAs TOoYTa JOJDKHA MCIONb30BaThes B LIeHTpe ¢ Ienbi0 OopraHu3anuu oOMeHa
AJICKTPOHHBIMH ~ COOOIICHUSMHU MEXAy pabOTHUKaAaMU ©  CyObeKTaMu HWHOOPMAIMOHHOM
0€30MacHOCTH.

[Ipu ncnonb30BaHUM SAEKTPOHHOM MOYTHI 3aIIPEIIACTCS:

oOMeH wuHpopManued Juis  CIy)KEOHOro TMONB30BaHMSA, a Takke HHpopmanuei
OTPaHUYEHHOTO/I0CTYIIA;

MPEOCTABIICHUE TOCTYNA K 3JIEKTPOHHOW MOYTE C UCIOJIb30BAaHUEM JJAHHBIX CBOEH YUETHOMU
3aMKCH TPETHUM JIHIIAM;
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nyOJIMKausl CBOETO CIY>KEOHOTO ajpeca 3JIEKTPOHHOM MOYTHl B 3JEKTPOHHBIX KaTajorax,
Ha TIOMCKOBBIX MaIlIMHAX | IPYTHUX pecypcax ceTH IHTEepHET B eNsX, He CBI3aHHBIX C UCTIOJTHEHUEM
CBOUX JIOJDKHOCTHBIX O0SsI3aHHOCTEH;

MOJIIKCKA TIO 3JICKTPOHHOM MOYTE Ha Pa3JIMYHbIC pEeKIIAMHBIC MaTEpPHAIIbI, IUCTHI PACCHUIKH,
AIIEKTPOHHBIC XypHaJIbl M T.A., HE CBSI3aHHBIC C BBINOJIHEHHEM IOJH30BATENEM JIOJDKHOCTHBIX
00sI3aHHOCTEIA;

OTKpBITHE (3aIlyCK HAa BBIMOJIHEHUE) (aiyioB, MOIXYYEHHBIX IO 3JIEKTPOHHOW TMOYTE HIIU
u3 pecypcoB cetn MHTEepHET, 0€3 MpeaBapUTEIIbHON MPOBEPKH WX aHTHBHPYCHBIM IPOTPAMMHBIM
o0ecrieyeHueM.

Pabora B ceTsix 00111er0 MOJIbL30BAHUSA

Llentp ocraBiseT 3a co0OW MpaBo OJOKHPOBATH WM OTPAHUYMBATH JOCTYH PaOOTHUKAM K
CEeTSIM CBSI3U OOIIETO TOJIH30BAHMUS, B TOM YHCIe ceTH MHTepHET, coliepKaHne KOTOPhIX HE UMEeT
OTHOIICHWSI K WCIIOJIHEHUIO JIOJDKHOCTHBIX OOSI3aHHOCTEH, a Takke K WH(POPMAIMOHHBIM
pecypcam, cofiepKaHue U HalpaBIEHHOCTh KOTOPBIX 3alpelieHbl 3aKOHOAaTeIbcTBOM Poccuiickoit
denepauuu.

Wndpopmanus o mnocemaemMblx paboTtHukamMu LleHTpa wuHGOPMAIMOHHBIX PpECYpCcoB
MIPOTOKOJIMPYETCS JUIS ITOCIIEAYIOIIET0 aHAIH3a U, TP HEOOXOJJMMOCTH, MOXKET OBITh ITPEICTaBIICHA
PYKOBOJIUTEISIM CTPYKTYPHBIX MOApA3eNICHH, a Takxke pykoBoauTento LleHTpa st KOHTpoJIs.

[Ipu ucnonw3oBanuu cet MHTEpHET 3anpeiieHo:

UCIIOJIb30BAaTh MpeAocTaBiIeHHbIN LleHTpom noctym B ceTh IHTEpHETB TUYHBIX HETIX;

UCTIOJIF30BaTh HECAHKIIMOHUPOBAHHBIC MTPOTPAMMHEBIE M TIPOTPAMMHO-AINIIapaTHBIC CPE/ICTRA,
MO3BOJISIOIINE TTOJYYUTh HECAaHKIIMOHUPOBAHHBIN JOCTYH K ceTH HTepHeT;

nyOJINKOBaTh, 3arpyKaTh M PACIPOCTPAHATh MaTEepPHalbl, COACPIKAIINE HEIOCTOBEPHYIO
uHpopmanuio o Llenrpe, a Takxe danscuduunpoats cBoit [P-agpec.

Pe3epBHOE KOMMPOBaHNE H BOCCTAHOBJIEHHE TAHHBIX

Ocy1iecTBieHHE PE3ePBHOTO KOMTUPOBAHMUS JIOJIKHO OCYIIIECTBIISTHCS JJISL:

nHopmaruu, oOpabaTeiBaeMoii Ha (HalJIOBOM cepBepe H  CEpBEpPEe MNPHUIIOKEHUM,
UH(POPMALIMOHHOHN CUCTEMBI,

pabounx MEeCT aIMUHUCTPATOPOB HH(HOPMAITMOHHONU CUCTEMBI.

YacTtora U PEeXHUM PE3epPBHOTO KOMHPOBAHUS YCTAHABIMBAIOTCS TaKUM OOpa3oM, UYTOOBI
o0ecreynTh MUHIMAJIBHYIO TIOTEPIO JaHHBIX H ONIEPATHBHOE BOCCTaHOBIICHUE.

Hacrtpoiika pe3epBHOIO KONMHMPOBAHUS M BOCCTAHOBICHHS PECYpCOB HWH(POPMAIMOHHBIX
cucreM LleHTpa JOIDKHBI IPOBOIUTH YIIOJIHOMOYEHHBIC paboTHHKH L{eHTpa.

PesepBHOE KOMPOBaHUE JOHKHO OCYIIECTBIATHCS B aBTOMATUYECKOM PEXUME.
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6 OCHOBHBIE TPEBOBAHMUSI K ITIPONECCAM YITPABJIEHUSI
NHO®OPMAIIMOHHOMU BE3OITACHOCTbBIO

MoHuTOpUHT HHPOPMAITMOHHOI 0€30I1aCHOCTH
Ha nocTosiHHON 0CHOBE JOJKEH MPOBOAUTHCS KOMILJIEKCHBIN aHann3 (pyHKIIMOHUPOBAHUS
nH(popMannoHHo# cucteMsl LleHTpa 1 BO3HUKAIONTUX COOBITHN MH(OPMAITMOHHONW O€30MTaCHOCTH.
[Iporiecc MOHUTOPHUHTA CUCTEMBI OOECTIeUeHUsT MHPOPMALMOHHOM 6€301MacHOCTH TOJKEH
BKJIIOYaTh B ce0s KOHTPOJb OPraHM3alMOHHBIX M TEXHUYECKUX Mep MO 3alurte HHpopmanuu,
aHaJU3 MapaMeTpoB KOH(PUTYpAIIUU U HACTPOMKH CPEACTB 3aIUThI HH(POpMAIUH.

[Ipy npoBeAeHNH KOHTPOJIBHBIX MEPONPUSATHNA, CBS3aHHBIX C OLEHKOW peaau3aluud Mep
no 3amute uHpopmanuu B LleHTpe, ymoiHOMOYEHHBIE PAaOOTHUKU MOJDKHBI NPHAEPKUBATHCS
CJIEYIOIIUX MPUHIUTIOB:

HE HapymaTh (yHKIIMOHUPOBaHUE fesTeabHocTH LeHTpa;

NEICTBOBATh B COOTBETCTBUU C YTBEPXKIEHHBIMH OpPraHU3alMOHHO-PACIOPSIUTEIbHBIMU
nokymeHtamu LlenTpa no 3amure nHGpOpMaLuy;

HE CKPBIBaTh (PaKThI BBISIBJICHHBIX COOBITHI HH(POPMAIIMOHHOM 0€301TaCHOCTH;

0(pOPMIIATH OTYETHI, TOATBEP>KIAIOIINE BHIIOTHEHUE MEPOIIPUATHH T10 331U TE HH()OPMAIIH.

Wudopmanns, mMonydeHHas B XOJE€ NPOBEACHHUS KOHTPOIUPYIOIIUX MEPONPUITHH O
NeHCTBUAX, COOBITHAX W MapaMeTpax, MMEIOMIMX OTHOIIEHHE K peaju3allMd Mep MO 3alluTe
uH(popMalu, IOHKHA KOHCOJNMIUPOBATHCA U XPAHUTHCS B MECTaX, HCKIIOYAIOIMIUX MOTy4yeHUE
K HEH HeCAaHKIIMOHHUPOBAHHOTO IOCTYTIA.

MOHUTOPUHT JAHHBIX O 3aPETMCTPUPOBAHHBIX COOBITUAX HH(POPMALIMOHHON OE30MacCHOCTH
JIOJKEH TPOBOAUTHCS, MO0 BO3MOXHOCTH, C UCHOJIB30BAHUEM CHCTEMbl MOHHUTOPUHIAa MHIIMICHTOB
nH(GOPMaLMOHHON 0€30MaCHOCTH WJIM BCTPOEHHBIX MEXaHM3MOB HACTPOWKH M ayAMTa COOBITHIl
B MPOTPAMMHBIX U MPOTrPAMMHO-AMITAPATHBIX CPENICTBAX, HCIOIB3YeMBIX B HH(POPMAIMOHHOMN
uHppactpykrype LlenTpa.

YnpasJieHue puckaMu

Omnpenenenre BHYTPEHHUX TpeOOBaHUI Mo 3amuTe HHPOPMAIMH, TOJKHBI OCHOBBIBATHCS
Ha pe3yibTaTax MpPOBEIEHHUS aHalli3a PHCKOB HapyIICHUS OCHOBHBIX CBOWCTB O€30MAaCHOCTH
Uit nHGopManMoHHBIX pecypcoB Llentpa.

OcCHOBOH OIIEHKH PUCKOB JIOJKHA OBITh OLIEHKA YCIOBHM U (haKTOPOB, KOTOPbIE MOTYT CTaTh
NPUYUHON HapYIIEHUs [IETOCTHOCTH, KOH(UICHIIMATBHOCTH U IOCTYITHOCTH JJIs1 HHPOPMAITMOHHBIX
pecypcos Llentpa.

PesynbraToM mpoBeneHHUs aHanM3a PUCKOB JOJDKEH OBITh pa3paOOTaHHBIN KOMIUIEKC Mep,
HAIpPaBJIEHHBIX HAa CHIKEHHE BO3MOXKHOTO HETaTMBHOIO BJIMSHHS Ha OCHOBHYIO AESTEIBbHOCTD
LenTpa npu peanuszanuu TOH WIK UHOM yrpo3bl 6e30macHOCTH WHpOopManunuy 00eceynBaroIInX B
JAIbHENIIEM TOCTaTOYHbBIN YPOBEHD 3allMIIIEHHOCTH HHPOPMAIIMOHHBIX cucTeM LleHnTpa.

YnpasiieHne nHIUAeHTAMHE HHGOPMAILMOHHOM 0€30NACHOCTH

st o6ecniedenust 3¢ (HEKTUBHOTO pa3pelieHUs HHITUICHTOB HHGOPMAIIMOHHON 0€30MacHOCTH
B LleHTpe, MUHMMHU3AIUU MOTEPh U YMEHbBIIEHUS PUCKA BOSHUKHOBEHMS TIOBTOPHBIX MHIIMJIEHTOB
JIOJDKHO OCYILECTBIISATHCS YIPaBICHUE HHIIMACHTaMHU HH()OPMAIIMOHHON 0€30acHOCTH.

Jlns ynpaBieHUs MHIMIEHTaAMH HH(QOPMAIMOHHOW O€30MacHOCTH JIOJDKHA OBITH CO37aHa
city>x0a MOHUTOpPUHIA U pearupoBaHMsl HA UHLIUJACHTHl HHPOPMAIIMOHHOM 0€30MacHOCTH, KOTopas
MOCPEACTBOM KOMIUIEKCA CPEACTB UM MEpONpUATUH s cOopa M KOHCOIMAAUMU HHGPOpMauu
00 MHIMJEHTAaX pellaeT JaHHYIO 3a7ady. B OTHOLIEHMH KaXXI0TO NPOHM3OLIESNIIET0 WHIUACHTA
pabOTHUKAMU W3 CIY>KOBI MOHUTOPHMHTA W PEarupoBaHMs HA HMHIUIACHTHl WHOOPMAIMOHHON
0€30MacHOCTH JIOJDKEH BBITMIOJIHATHCS €ro aHaIHu3, U pa3padboTka 3 (HEKTUBHBIX MEp pearupoOBaHMS
Ha JIaHHBIM HHIUCHT.

AyauT cucTeMbl o0ecriedeHnsi HH(POPMAITMOHHO 0€3011aCHOCTH

B nensx oueHku TeKyIiero ypoBHs nHpopManMoHHOH 6e3onacHocTu LleHTpa Ha perynspHoi
OCHOBE JIOJ’KEH ITPOBOIUTHCS ayIUT NH(OPMALIMOHHON O€30I1aCHOCTH.

BHyTpeHHMe ayauTBl JOJDKHBI BBHIMONHATHCA paboTHukamu lLlentpa. B uymcno 3amau,
pelaeMbIX U MPOBEIEHUH BHYTPEHHUX ayJUTOB MH(POPMALIMOHHONW 0€30I1aCHOCTH, BXOJAT:
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cOOp M aHaAJIM3 MCXOAHBIX NAHHBIX 00 OPraHU3aLMOHHOM M (PYHKIMOHAIBHON CTPYKType

WH(POPMAIIMOHHBIX CHCTEM, HEOOXOAMMBIX JIJISl OIICHKH COCTOSIHHSI CHCTEMBI 3alIUThI HH(OPMAIIHH;

aHaIIN3 YTBEPKICHHBIX OPraHU3alMOHHO-PACIIOPSIUTENBHBIX JOKYMEHTOB 10 3alIUTE
nH(popMaIUK Ha IPEAMET UX TOJHOTHI U 3()PEKTUBHOCTH, a TakKe (HOPMUPOBAHKUE PEKOMEH AN
M0 UX A0PaOO0TKE WM pa3pabOTKH HOBBIX;

obocHoBaHHE (UHAHCOBON A((PEKTUBHOCTH BHOBH MPHOOPETAEMBIX CPEICTB 3aIUTHI
uHpOpMaLnu;

NpoOBEpKa MPAaBUIBHOCTH BBIOOpa W HACTPOHKM CpEACTB 3allMThl  WH(OpPMAIIWH,
dbopMUpOBaHUE TPEITIOKEHUN O HCIOJIB30BAHUI0 MMEIOIIUXCS CPEACTB 3aIlUThl MH(POpMAIHH
JUTS TIOBBIIICHHS YPOBHSI HAAEKHOCTH U O€30MaCHOCTH WH(POPMAIIMOHHBIX cucTeM LleHTpa;

aHAIM3 OTYETOB IO MPOM3OMIEANINM HHIHMICHTAM HWH()OpPMAIMOHHONW O0€30MacHOCTH U
NPUHSATBIM MEpaM IO UX Pa3peIICHUIO.

IloBbIlIeHHE 0CBEIOMJIEHHOCTH PAa0OTHUKOB

B pamkax opraHM3anMd = KOMIUIEKCHOTO TPOTHUBOJCHCTBHS yrpo3aM Oe30MacHOCTH
uH(pOpMaIlMK, HUCXOASAIUM OT pPaOOTHHKOB IlleHTpa 1OMKHA TOCTOSIHHO TIOBBIMIATECS UX
OCBEJOMJICHHOCTh B 00JIaCTH 3aIIUTHl HH(OPMAITHH.

[oBblIeHue 0CBEIOMICHHOCTH paboTHIKOB LleHTpa ocymiecTBisercs:

1o cymecTBylomuM B L{eHTpe opraHn3almOHHO-PACTIOPSAUTEIBHBIM IOKYMEHTAM;

1o npuMeHsieMbIM B LIeHTpe Mepam 3amuThl HHGOpMAITUH;

0 TIPAaBMIIBHOMY HCIIOJIB30BAHUIO CPEACTB 3AIIUTHI HHPOPMAITUH.
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7 3AKJIIOYEHHE

[Ipu u3meHeHuM neicTBYyIOIIEro 3akoHonaTenbcTBa Poccuiickoii denepanuu B obiactu
3alUT bl UHGOpMAIUMU, a TaKXkKe OpraHU3alMOHHO-PACHOPATUTENbHBIX JOKyMeHToB LleHTpa
Hacrosimias [lonuTrka M M3MEHEHUs] K HEW NMPUMEHSIOTCS B YacTH, HE NMPOTUBOpEYAlllei BHOBBb
MPUHSITHIM 3aKOHOJATEIbHBIM U MHBIM HOPMATHBHBIM aKTaM, a TaKKe BHYTPEHHUM JOKyMEHTam
Ilentpa.

Bce TpeOoBaHMs, YyCTaHOBIGHHBIE JIEHCTBYIOIIMM 3aKOHOJATENbCTBOM Poccuiickoi
®denepannu, MOJ3aKOHHBIMU AKTaMU U JJOTOBOPHBIMU OTHOIICHMSIMH, a Takxke nmoaxona LlenTpa k
00€CTIeUeHUI0 COOTBETCTBUSI 3TUM TPEOOBAaHUSM JOJDKHBI OBITH SIBHBIM 00pa3oM OIpE/IeIICHHI,
JIOKYMEHTHUPOBAHBI U MOAJIEPKUBATHCS B AKTYaJIbHOM COCTOSIHHH.

ILlenTp B MNPUOPUTETHOM HAIPaBICHUM JIOJDKEH paccMaTpuBaThCs Iepexoi Ha
MPOrPaMMHOTO O0eCTieueHue OTEYECTBEHHOTO MPOU3BOIUTENS, BKIIOYCHHOTO B EAMHBIA peecTp
POCCHUICKHX MPOTrpamMM Jis 3JIEKTPOHHBIX BBIYUCIUTEIBHBIX MAalIMH U 0a3 JaHHBIX. B Tom uucie
M0 YacTH CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOPYIOBAaHHSI M MPOTPAMMHO-AMIIAPATHBIX CPEICTB,
BKJIIOUCHHBIX B EMHBIN peecTp pOCCUUCKON Paguo3JIEKTPOHHON MPOAYKIIMH.

IlepecMoTp M BHeceHME HW3MEHEHMH B HacTosulyro [lOTUTHKY OCYIIECTBISIOTCS Ha
MEPUOJNYECKON M BHEIJIAHOBOM OCHOBE.
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