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1 OBIIME NOJIOKEHUSA

Hacrosimas [lonutuka siBisieTcsi JOKYMEHTOM, OTIPENENIONIUM HAPaBICHUS 1A TeIbHOCTH
B oOmactu oOecrieueHUs: HMHQPOPMAIMOHHONW  O€30MaCHOCTH W TPEACTABISIET  cOoOOM
CHCTEMaTH3MPOBAHHOE U3JIOKEHHE 1eNIel 1 3a/1a4 WH(POPMAIIMOHHON 0€30I1aCHOCTH, KaK OJTHO WIIH
HECKOJIBKO MPaBUJI, MPOLEAYP, MPAKTUYECKUX MPUEMOB M PYKOBOAAIIUX MPHUHIIUIIOB, KOTOPHIMH
pykoBoacTtByercss LleHTp, a TakXKe OpraHuW3allMOHHBIX, TEXHOJOTMYECKMX W MPOLETYPHBIX
acrmeKkToB oOecrieueHus: HHOPMAITMOHHOW 0€30TTacCHOCTH.

[Tonoxkenuss  Hacrosimed  [lomuTukM  HE  pacmpoCTpaHSIOTCS  Ha  obOecredeHHe
nH(pOpMaIMOHHOM 0€30MTaCHOCTH CBEJCHUM, COCTABIISIONINX TOCYIapPCTBEHHYIO TalHY.

OcHoBHOII 3amaueld B oOmactu wuH(pOpManmoHHoW Oe3zomacHocty LleHTp mpH3HAeT
COBEpIICHCTBOBAHUE MEp U CpEACTB oOOecmedeHus 3aluThl WHGOpManuu HH(POPMAMOHHBIX
pecypcoB LleHTpa B KOHTEKCTE pa3BUTHs 3aKOHOAATENbCTBA Poccuiickonn denepauvu U HOPM
perynupoBaHus MH(OPMALMOHHOW MAESITETbHOCTH B TEKYHIIUX YCIOBUSX (DYHKIMOHUPOBAHUS
UH(POPMALIMOHHOTO OIS,

[Tpu paszpabotke [loMUTHKHN YUUTHIBATHCH OCHOBHBIE MPUHIUIIBI CO3TAHUS CUCTEM 3allUThI
UHPOpPMALIUK, XAPAKTEPUCTHKH W  BO3MOXXHOCTH  OPraHU3allMOHHO-TEXHHYECKUX Mep |
COBPEMEHHBIX POTPAMMHBIX M allllapaTHO-MPOTPAMMHBIX CPEJCTB 3aIIUTH HHPOPMAIIHH.

B pamkax cBoeit gestensHocTH LleHTp 00s13yeTcs npeAnpuHUMaTh BCE BO3MOXHBIE MEPHI JIIS
3anuThl ”HGOPMAIUHU OT Yrpo3 6€30MacHOCTH HH(POPMAIIHH.

TpeboBanust wHPOPMAITMOHHONW OE30MACHOCTH, COOTBETCTBYIOT MEJSAM JIESTEILHOCTH
[lenTpa 1 npeaHa3HAYEHBI AJI1 CHUKEHHS PUCKOB, CBA3aHHBIX C peanu3aluei yrpo3 6e30macHOCTH
uH(pOopMaLUH.

[TonuTuka goctynHa BceM paboTHHKaM LleHTpa 1 BceM MoJIb30BaTeNsiM €ro pecypcoB.

2 1EJIY U 3AJAYU OBECHEYEHUSA UH®OPMAIIMOHHOM BE3OIACHOCTHU

Cy0bexTbl HHGOPMALMOHHBII OTHOIICHHIT

CyObekramu 1pH oOecrieueHuN HHPOpMaIoHHOW O0e30nacHOCTH B LleHTpe sBstoTCs:

pabOTHUKHU CTPYKTYPHBIX MOJpa3AeIeHHH (B TOM YUCIE YBOJICHHbBIC);

rpaxxaaHe, padoTarolKe 10 JOroBopaM IrpakJaHCKO-TIPaBOBOTO XapaKTepa;

¢u3nueckue JMIA, MPEICTABUTENM KOHTPAareHTOB B paMKax MCIIOJIHEHHUsS JIOTOBOPHBIX
00513aTEIIbCTB;

dbuznueckue nuna, nogasiue odpamieHue B aapec Llentpa;

IOpUAMYECKHE JIMIIA, B PAMKaX HCIIOJIHEHUS JOTOBOPHBIX 00S3aTENIbCTB WM BO HMCIOJHEHUHU
TpeOoBaHUl CO CTOPOHBI 3aKOHOAaTeNnbcTBa Poccuiickoii deneparui;

Oprasbl rOCYAapCTBEHHOM BIACTH.

O0bexThl HHPOPMALMOHHBIX OTHOILICHHIT

O6bexkTamMy UHPOPMAILIMOHHBIX OTHOLIEHHH SBIISIOTCS:

uHpopMaLnoHHbIe pecypcbl LleHTpa,;

rocy/apcTBeHHbIE MH(POpPMAIMOHHbIE cucTeMbl OneparopoMm KOTOPbIX sBisercs LleHnTp;

nporeccel  00paboTkM — uMHpoOpManuu B HMH(pOpPMAIMOHHBIX  cucTemax  lleHTpa,
MH(OPMALIMOHHBIE TEXHOJIOTMH, perjaMeHThl M Mpoleaypbl cOopa, oOpaOOTKH, XpaHEHUS U
nepeaayn uHGopMaIuu;

uH(pOpMallMOHHAsT HMHPPACTPYKTYpa, BKIIOYAIOIIAs CHCTEMbl OOpaOOTKH, XpaHEHUs U
aHanu3a UH(OpPMAIMH, IPOrpaMMHbBIE U MPOTPaMMHO-ANIapaTHbIE CPEACTBA, B TOM YUCIIE KaHAJIbI
CBSI3M U TEJIEKOMMYHUKAIIUH;

CHCTEMBI U CPE/ICTBA 3aLIUThl HHPOPMALIUU, OOBEKTHI M TIOMEIEHHs, B KOTOPBIX pa3MEIIEeHBI
cpenctBa 06paboTKH MHPOPMALIUH.

Hean o6ecnevyenuss ”HGOPMAITMOHHOM 0€30MACHOCTH

OcHoOBHOM T1eBI0  OOecrieueHuss WHGOpMaIMOHHOM Oe3omacHoct lleHTpa sBIAIOTCS
JIeMCTBUSL HANpaBlIeHbl HA JOCTHXKEHHME 3alUThl CYOBEKTOB HMH(OPMAIMOHHBIX OTHOIIEHUH OT
BO3MO)XHOT'O HAHECEHHUS UM MaTepUaIbHOTO, (U3WYECKOro, MOPAIbHOIO WJIM HHOTO YIuepoa,
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HOCPEJICTBOM CIy4aifHOrO MJIM MPEeHAMEPEHHOT0 BO3IEHCTBHSI Ha MH(OPMAINIO,B TOM YHUCIIE:
o0ecrieyeHUss OTKAa30yCTOMUMBOro (DYHKIIMOHMPOBAHUS TMPOTPAaMMHBIX W  ammapaTHo-
IIPOrpaMMHBIX CpeAcTB LleHTpa 1 Mpe1oCTaBIAEMBIX CEPBUCOB;

COOJIIOJIEHHUsI TPAaBOBOI'O pEXMMa HCIOJIb30BAaHUS MAacCUBOB U  CPEACTB  00pabOTKH
uHpOpMaLnu;

NPEJOTBPALEHNUs pealu3aluyd yrpo3 0e30ImacHOCTH HH(pOpMalMKU IpPU OCYIIECTBICHUU
nesirenpbHOCTH LlenTpa.

3anauu odecnieyeHUuss UHGPOPMAUMOHHOM 0€30MACHOCTH

JocTixkenue neneit odecriedeHuss nHPOPMALMOHHOM 0€30I1aCHOCTH U CBOMCTB MH(OpMaIuH,
[lenTpa pemaercs CIeqyOIUMH 3a1a4aMu:

3allUThl  OT HECAHKIMOHUPOBAHHOIO  JIOCTyna K  HH(GOPMALMOHHBIM  pecypcam;

pasrpaHUYeHHs AOCTYMa MOJb30BaTeae K MH(POPMAIIMOHHBIM, alllapaTHBIM, IPOrPaMMHBIM
U UHBIM pecypcam;

pPEeTUCTpallMi U MEePHOANYECKOr0 KOHTPOJS ICHCTBUI mMojb3oBarenel mpu odOpaboTke
3amuIaeMoi HHGOpPMAaIH U MIEPUOANIECCKUN KOHTPOIb KOPPEKTHOCTH UX JICHUCTBUM;

KOHTPOJISI IEJIOCTHOCTU CPE/Ibl UCIIOJHEHUS NMPOTrpaMM U €€ BOCCTAHOBJIEHUE B Cllydae
HapyIICHHUS,

oOecrieyeHns ayTeHTHU(PUKALUN U UICHTU(UKAILIUY [10JIb30BaTENeH, yJacTBYIOUIMX B
MH(}OPMaLlMOHHOM OOMEHE;

o0ecreyeHns UCIIPAaBHOCTH MPUMEHsAEMBIX B HH(OpMAIIMOHHBIX cucTeMax LleHTpa cpeacts
3alUTh HH)OpMAITIH;

CBOEBPEMEHHOI'0 BBISBIIEHHE HCTOYHUKOB yrpo3 0€30MaCHOCTH HHPOPMALIUU, IPUYUH U
YCIIOBHHA, CIIOCOOCTBYIOIIMX HAHECEHUIO yIepOa 3aMHTEPECOBAHHBIM CyOhEKTaM
UH(POPMALIMOHHBIX OTHOIIECHUH;

CO3/IaHMEM CITy)KObl MOHHTOPHHTA U PEarMpOBaHUs Ha yYrpo3bl 0€30MacHOCTH HH(OpMAIUH
Y HETaTUBHBIE MTOCIICICTBHS;

CO3J1aHMEM YCJIOBUH JJI1 MUHUMH3AIMM HAHOCUMOT'O yIiepOa HenpaBOMEpHBIMU JeHCTBUSAMU,
U YCTpaHEHHUe MOCNIeACTBUN HapylIeHnuss HHPOPMALMOHHOM Oe3omacHocTH B LleHTpe.

Pemenue BoienepeurcieHHbIX 3a7a4d B LleHTpe ocyiiecTBiseTcs mocpeacTBOM:

ydyeTa Bcex MOoJUIeXkKaluX 3aluuTe HHPOPMALMOHHBIX PECYPCOB;

KYPHAJIMPOBAHUS ACUCTBUI IEepCOHalIa, OCYIIECTRIISIONIETO 00CTYKHBaHUE U MOAN(PHUKALINIO
IPOTPaMMHBIX M TPOrpaMMHO-aINIapaTHBIX CPECTB HH(POPMAIIMOHHBIX CHCTEM;

periaMeHTaluu IpoleccoB o0paboTku uHopMmauuu, JeictBuil pabdoTHukoB IleHTpa,
OCYIIECTBISIONIUX IKCIUTyaTallUi0 MPOrPaMMHBIX M ITPOrPaMMHO-AIApaTHBIX CPEACTB, HA OCHOBE
YTBEPKJICHHBIX OPraHU3aL[MIOHHO-PACIOPSIUTENBHBIX IOKYMEHTOB 110 3allMTe HH(pOpMaIuy;

Ha3HAYEHUS | MMOJTOTOBKON PaOOTHUKOB, OTBETCTBEHHBIX 32 OPTaHU3ALMIO U OCYIIECTBICHHUE
MEpPONPUATHI IO o0ecrieueHn 0 HHPOopMaIMOHHOM 6e3onmacHocTH B LleHTpe;

HAJIeJIeHUsl KaXJ0ro pabOTHMKAa MHHHMMAIbHO HEOOXOIUMBIMH IIpaBaMH Npu paboTe B
MH(OPMaLMOHHON MHPPACTPYKTYPE COTIACHO UX JOJKHOCTHBIM 00SI3aHHOCTSIM;

COOJTIO/IEHHSI BCEMU PAOOTHUKAMM, SKCIUTYaTUPYIOLIMMHU U 0OCITY>KUBAIOIIMMU IPOTpaMMHBIE
U IporpaMMHO-allllapaTHble  CPEICTBA, TpPeOOBaHMM  OpraHU3alMOHHO-PACTIOPSIUTEIbHBIX
JIOKYMEHTOB I10 BOoIIpocaM o0ecreueHust HH(POPMallMOHHOM O€30MacHOCTH;

NEPCOHAIBHON OTBETCTBEHHOCTHIO KaXKIOr0 pabOTHUKA 3a CBOU JCHCTBHS, Y4aCTBYIOILIETO
B paMKax CBOMX (DYHKIIMOHAJIbHBIX OOSI3aHHOCTEH B NpOLIECCaX aBTOMAaTHU3UPOBAHHON 00pabOTKU
MH(pOpPMallMK U UMEIOILEro AOCTYII K pecypcaM HH(POPMAIIMOHHBIX CUCTEM;

peanu3anyell TeXHOJOIMYECKHX NpoleccoB 00paboTkM WHGPOpPMALKMU C HCHOIb30BAHUEM
KOMILUIEKCOB ~ OpPraHM3allMOHHO-TEXHMYECKUX MEp 3allUThl [POrpaMMHOr0  obOecredeHus,
IIPOrpaMMHO-aINIapaTHbIX CPEACTB;

MIPUHATHS MEp N0 0OecreyeHHI0 (U3NYECKON IETOCTHOCTHU MTPOrPaMMHO-AMIAPaTHBIX CPEJICTB
MH(OPMAITMOHHBIX CUCTEM U MOJIZIEpKaHUEM HEOOXO0IMMOTO YPOBHSI 3aIUIIEHHOCTH KOMIIOHEHTOB;

MCIIOJIb30BaHUsl IPOrPAaMMHBIX M MPOTrPaMMHO-aNMapaTHBIX CPEACTB 3alllUThl MH(OpMaLUU
oOpabarbiBaeMoM B LIeHTpe 1 aAMUHUCTPATUBHOMN MOJEPKKON X UCIIOIb30BAHUS;

KOHTPOJSL  COOJIOJICHUS MOJIb30BATENIMU HH(POPMALIMOHHBIX CUCTEM TpeOOBaHUII MO
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obecreueHno HHHOPMAITMOHHON 0€301TaCHOCTH;

npoBeieHUs aHanu3a 3((HEKTUBHOCTH MPUHATHIX MEpP 3aIUThl HHPOPMALIUU U TPUMEHSIEMBIX
cpeAcTB 3ammThl nHpopmanmu B LleHTpe;

pa3paboTKu MpeaTn3aIiy MPeII0KEHUH IO COBEPIIICHCTBOBAHUIO CHCTEM 3aIl[UThHI
nHdopmaruu B Llentpe.

3 NPUHIMIIBI OGECIIEYEHUA TH®OPMAIIMOHHOM BE3OIACHOCTH

Obecnieuenne MHGOPMAITMOHHON OE30MACHOCTH, JIOJDKHO OCYIIECTBISTHCS B COOTBETCTBUU
CO CJIEAYIOIIMMU OCHOBHBIMH IPUHLUIIAMHU:

IpuHOMN 3aKOHHOCTH

[Tpu BBIOOpE MepoOMpHATHI O 3amuTe WHPOPMAIIUH, TOJDKHO COOJIIOMATHCS JACHCTBYIOIIEE
3akoHOIaTeNnbCTBO Poccuiickoit deneparun B cepe 3amuThl HHPOPMALIUH.

Bce paOOoTHHMKM JOJKHBI UMETh MPEICTABICHHE 00 OTBETCTBEHHOCTH 3a MPaBOHAPYILEHUS
B cepe 3ammrtel uHpopmauuu. [IporpammHo-anmapaTHbsle cpelcTBa, NMpuMeHseMblie B LleHTpe,
JOJDKHBI UMETh COOTBETCTBYIOLIME JIMLEH3UU, OQHUIMAIbHO MPHOOpPETaThesl y MpeacTaBUTENeH
pa3pabOTYMKOB ATHX CPENICTB MITH SIBIISATHCS MHTEIIEKTYAJIbHOM COOCTBEHHOCTHIO LleHTpa.

IIpyHUIMI CHCTEMHOCTH

[Ipu co3manum cCHCTEMBI 3alIUTHI TOJHKHBI YUUTHIBATHCS aKTyalbHBIE YIPO3bl O€30MACHOCTH
uHpOpMallMK, BO3MOXHbIE OOBEKThl M HANpaBICHMUsS aTak Ha HEe CO CTOPOHBI HapylIUTenei.
CucTeMa 3aiMThl JOJDKHA CTPOUTHCS C YIETOM He TOJIBKO M3BECTHBIX KaHAJIOB YTEUKH HH(pOpMAaIu,
HO ¥ C y4€TOM BO3MOKHOCTH IOSIBJICHUSI HOBBIX YSI3BUMOCTEH B IPOrpaMMHOM 0O€CIIeYeHUH.

MpuHUHMT KOMILIEKCHOCTH

KommiiekcHOe ncnoab30BaHue CPECTB 3aIIUTHl HH(POPMAIIUM IPEANoiaraeT CorinacoBaHHOE
NpUMEHEHHE TIPU MOCTPOSHHUH LIEITOCTHON CHCTEMBI 3alUThI, IEPEKPBIBAOIIECH BCE CYIIECTBEHHBIC
yrpo3bl 0e3omacHOCTH MH(pOpMauy. 3amuTa JOKHA CTPOUTHCS 3lIeIoHupoBaHo. dusnyeckas
3aIUTa JOJDKHA 00ecTieunBaThes (PU3NIECKIMHU CPEACTBAMH U OPTaHU3aIIMOHHBIMA MEPaMHU.

[Tpu nocTpoeHnH, BHEAPEHUN U HKCILTyaTallMM CUCTEMBI 3alllUThl HHPOPMALIUU PYKOBOICTBO
Lentpa o6ecnieunBaer ycnoBus Uit 3()(EKTUBHON KOOpAMHALMK JEUCTBUI BCEX JIHMII,
obecreunBarOmuX NHGOPMAITMOHHYIO O€30MaCHOCTb.

[IpuHOMI CBOEBPEMEHHOCTH

Pa3paboTka cucremsbl 3amuThl HH(GOPMAIMU JIOJDKHA BECTUCH HapaljielIbHO C pa3pabOTKOM
U WHQPOPMAIMOHHONH CHUCTEMBL. OJTO TIO3BOJIMT Y4YeCThb TpeOOBaHUS OE30MAaCHOCTH IIPH
OPOCKTUPOBAHUU apXUTEKTYpbl M, B KOHEUYHOM cueTe, co3Aarh Oonee 3(PQeKTUBHbIE
WH(POPMALMOHHBIE CUCTEMBI, 00JIaAA0MIIe TOCTATOYHBIM YPOBHEM 3aIIUIICHHOCTH.

IIpuHIMI IPeeMCTBEHHOCTH

[TocTossHHOE COBEpIICHCTBOBAHWE MEp M CPEACTB 3aIIUTHl HH()OpPMAuM Ha OCHOBE
IPEEMCTBEHHOCTH OPTaHM3allMOHHBIX M TEXHUYECKMX PELICHWH, KaJIpoBOrO0 COCTaBa, aHaIM3a
(GYHKIMOHUPOBAHUST MH(DPOPMAITMOHHBIX CHCTEM M CHUCTEMBI €€ 3aIUTHl C YYETOM H3MEHEHHH
B METOJaxXx M CpEeACTBaX IepexBara HH(POpPMALMU, HOPMATUBHBIX TpPeOOBaHMN IO 3allUTe
uH(pOopMaLUH.

IpuHUMI 10CTATOYHOCTH

CooTBeTCTBHE YPOBHS 3aTpar Ha oOecriedeHne NHPOPMAIMOHHOW 0€301MacHOCTH B IIEHHOCTH
UH(POPMALIMOHHBIX PECYPCOB Ha BEJIMYMHY BO3MOXHOTI0 yiiep0a OT X pasriameHus], YHUUTOXCHUS
U UCKaxeHUs. Vcromp3yeMble Mephl U CPEICTBa 3aIIUTHI WHGOPMAIMKA HE JOJDKHBI YXYIIIATh
HPrOHOMUYECKHE NIOKA3aTeIN KOMIIOHEHTOB MH()OPMAIIHOHHBIX CUCTEM.

IIpyHIMI OTBETCTBEHHOCTH

BosnoxeHne 0TBETCTBEHHOCTH 3a o0ecrieueHre 6e301macHOCTH HH(popMaIu U ee 00paboTKu
Ha KaXI0ro pabOTHHWKA B TpeAeiax ero IMOJHOMOYHA. B COOTBETCTBHHM C ATHM NPUHIMIIOM
pacripesielieHue MpaB U 00s13aHHOCTEH pPaOOTHUKOB CTPOUTCS TaKHMM 0Opa3oM, 4TOOBI B ciiyyae
JI000r0 HapyIIeHUs OblT U3BECTEH HAPYLLIUTENb.

IpuHIun 000CHOBAHHOCTH ¥ TEXHUYECKOM peaan3yeMoCcTH

WNHpopManmoHHbIE TEXHOJIIOTUH, IPOTPaMMHBIE M IIPOTPaMMHO-AIIIaPaTHBIE CPEICTBA, MEPHI
3alIUThl UHPOPMALMU JOJDKHBI OBITH PEaTM30BaHbl MO COBPEMEHHBIM DPELICHUSM, 00OCHOBAHbI
C TOYKH 3PEHHUS JOCTIKCHHS 33JaHHOTO YPOBHSI 3alIUIIEHHOCTH WH(POPMALUU U YIKOHOMHUYECKOU
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1[eIeCO00Pa3HOCTH, a TaKKe€ COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpPMaM M TpeOOBaHHSAM IO
6e3o0macHOCTH HH(pOPMALIUH.

HpuHuun npogeccuonanuzma

Peanuzanus mep 3amuThl HHGOPMAIMK U SKCIUTyaTalMs CPEICTB 3allUThl HH(POpMAIUN
JIOJI’KHA OCYIIECTBIIATHCA MPO(PECCHOHAIBHBIMY CIIEIUATUCTAMU.

[TpuBreueHue criennaIM3upPOBAHHBIX OpraHU3aluil K pa3pabOTKe CPEACTB U peanu3alii Mep
3alUThl MH(GOPMALIMU, TOATOTOBIEHHBIX K KOHKPETHOMY BHUAY AESTEIBHOCTHU MO OOECHEUEHUIO
6e30macHOCTH HH(OPMALIMOHHBIX PECYPCOB, UMEIOLINX OMBIT PAKTUYECKON pabOThI M JIMLIEH3UHU Ha
MIPaBO OKa3aHUs yCIyT B 3TON 00IacTH.

IpuHUMN MUHUMHU3AIUM NIPUBUJIETHIT I0JIB30BaTe el

ObecnieueHne Noab30BaTeNIeH MPUBUIETUSIMU MUHUMAIIBHO JOCTATOYHBIMU JUISI BHITTOJIHEHUS
MMU CBOUX JIOJDKHOCTHBIX 00si3aHHOCTel B LleHTpe.

4 OCHOBHBIE TPEBOBAHUA 110 3AINMTE UHOOPMALIUA
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3amuThl MH(pOPMAIMKM AOKHA NpPEAyCMaTpUBaTh KOMILJIEKC OpPraHU3allMOHHBIX,
IPOTPAMMHBIX M IIPOTPAaMMHO-ANMapaTHBIX CPEACTB M Mep IO 3aIuTe WH(GOpPMAIMK B IPOLIECcCe
ee 00paboTKH.

Brimonaenne TpeOOBaHM TOCTUTACTCS 3a CUET pean3aluy Ha 00beKTax MH(popMaTH3au
Mep 1O 3aiuTe HHGOpMaIuu:

UICHTU(DUKAINN U ayTeHTU()UKAUU CyOBEKTOB JIOCTYIa M OOBEKTOB JIOCTYTIA;

YIIPaBJIEHUIO T0CTYIIOM CYOBEKTOB JOCTYIA K 00bEKTaM J0CTYIIa;

OTPaHUYEHUIO TIPOTPAMMHON CPEIbI;

3alUTe MALTMHHBIX HOCUTENEH IePCOHAIBHBIX JAHHBIX;

perucTpanuu CoObITHI 0€30MacCHOCTH;

AHTUBHUPYCHOM 3aIlIUTE;

0OHApY>KEHHUIO BTOP)KEHUI;

KOHTPOJIIO (aHAJIN3Y) 3aILUIIEHHOCTH IEPCOHATBHBIX JaHHBIX;

00€CTIeYeHHIO TIeTOCTHOCTH WH(OPMAIIMOHHOMN CUCTEMBI M IEPCOHATBHBIX TaHHBIX;

00€CIeYeHNIO JOCTYITHOCTH NEPCOHANIBHBIX JTAaHHBIX;

3aIUTHI CPEIbl BUPTYAIN3ALINY;

3aLUThl TEXHUYECKUX CPEJICTB;

3aIIUThl HH(POPMAIIMOHHON CUCTEMBI, €€ CPE/ICTB, CUCTEM CBSI3U U TIEpEeIavyn JaHHBIX;

BBISIBJICHUIO MHIIU/IEHTOB U pearupoBaHKe Ha HUX;

yIIpaBJICHUIO KOH(PHUTYpannei HHPOPMAITMOHHOW CHCTEMBI M CUCTEMBI 3aIUTHI
NEPCOHANBHBIX IaHHBIX.

Lentp, kak obmamarens WHHOPMAIIMHA OTPAHUICHHOTO JOCTYIIA,TPH OCYIIECTBICHIUH CBOMX
mpaB 0053aHO:

coOIIroIaTh TIpaBa U 3aKOHHbBIE WHTEPECH! HHBIX JIUIL;

IPUHUMATh HEOOXOAMMBIE MEPHI 0 3aIUTE HH(POPMAIIH;

OTPaHUYMBATH JOCTYN K HH()OPMAIINH, €CITU TaKast 0053aHHOCTh YCTaHOBIICHA
3aKoHoarenbecTBOM Pocculickont denepanum.

B tom umcne llentp, BIpaBe eciu MHOE HE MPEAYCMOTPEHO 3aKOHOJATEIbCTBOM
Poccuiickoit @enepanuu:

pa3pemiars WM OrpaHHYMBATh JOCTYI K MHPOPMAIIUH, ONIPEACTISATH MOPSIOK U YCIOBHUS TAKOTO
JIOCTYTIa;

HCIIOJIb30BaTh MH(POPMAIUIO, B TOM YHCJIE PaCPOCTPAHATD €€, 10 CBOEMY YCMOTPEHUIO;

nepeaaBath MHPOPMALMIO JAPYrUM JUIAM HA YCTAHOBJIEHHOM 33aKOHOZATEIbCTBOM
Poccuiickoit denepanny OCHOBaHNY;

3alUIIATh YCTAHOBJICHHBIMU 3aKOHOAATeNbCTBOM Poccuiickoit @eneparun cocobamu CBOU
npaBa B Clyyae HE3aKOHHOTO MOJTy4eHHs HH(POPMAITUH WK €€ HE3aKOHHOTO MCIIOJIb30BAHSI HHBIMH
JULIAMU;
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OCYIIECTBIISITh MHBIE JEHCTBHS ¢ MH(OpMalnMend WM pa3peliarbh OCYIIECTBICHHE TaKUX
JIENCTBUH, €clTu 3TU JSHCTBUS HE MPOTHBOpEYaT (peaepanbHbIM 3aKOHAM M JIPYTUM HOPMATHBHO-
npaBoBbIM akTaM Poccuiickoit denepann.

3amuta wWHGOpPMANMM OTPAHUYCHHOTO JIOCTyHa TMpPEACTaBiseT co0oil  mpuHSTHE
OpPraHU3aI[MOHHBIX U TEXHUYECKUX MEp, HAIIPABJIEHHBIX Ha:

coOnroficHre KOH(PHUICHITMAIBHOCTH HHPOpMAINK (MCKII0OUEHUE HEPAaBOMEPHOTO JIOCTYIIA,
KOIMPOBAHMUSL, TPEIOCTABICHUSI UM pacpoCTpaHeHus HH(GOpMaInn);

obecrieueHre EeI0CTHOCTH MH(OpManuy (MCKIIOYEHUE HEMPaBOMEPHOTO  YHHUUYTOXKCHUS
uiu Mo uIpoBanus HHGOPMAITUN);

peaM3aIyio mpasa Ha JOCTYI K HH(opManuu (MCKITFOYEHNE HETIPAaBOMEPHOTO OJIOKHUPOBAHUS
uHpopmanun).

CpeactBa 3amuThl HHPOPMALIMKM BHEAPSIOTCS MO pe3ysbTaTaM MPOBEIEHUS OLIEHKH PHUCKOB
nH(pOpMaIMOHHON 0€30MMacHOCTH.

Opranuszanus 3amuTbI HHGOPpMAUHT

[Tpu opranumzamuu B llenTpe 3amuTel MHGOpPMALMHU, JOJIKHBI BBIIOJIHATHCA TPeOOBaHUS
@enepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6 wunpopmanuu, HHOOPMAITMOHHBIX
TEXHOJIOTUSIX M O 3aluTe HH(GOpPMAIMMU», KOTOpbIE PETYIUPYIOT OTHOLICHMS, CBA3aHHBIE C
YCTaHOBJICHHEM, U3MEHEHUEM U TIPEKpaIIeHueM peskuma 00paboTKH 3amuimaeMoi nHpopmanuu. B
TOM 4HCJIEe TpeOOBaHUS O 3allUTe MHPOPMALMHU, HE COCTABISIOIIEH TOCylapCTBEHHYIO TaliHY,
coJepKalieiics B TOCYJapCTBEHHBIX HH(POPMAIMOHHBIX CHUCTEMAax YTBEPKICHHBIE IPHUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepkaeHWH TpeOOBaHWM O 3amuTe WH(POpPMAINH,
HE  COCTaBJIOIIEH  TOCYIapCTBEHHYIO  TaifHy, COJepJKalledcsi B  TOCYIapCTBEHHBIX
MH(POPMALIMOHHBIX CHUCTEMax» JJs TOCYIapCTBEHHBIX HMH(MOPMAIMOHHBIX CHCTEM, MO KOTOPBIM
LenTp sBnsiercs OnepaTopom.

B llentpe mnomMuMO peanu3alii OCHOBHBIX MeEp 3allUThl HH(GOPMALUU OCYLIECTBISAETCS:

perynsipHas OLEHKa U YIpaBleHHE pHCKaMH WHGOPMAIMOHHON Oe30macHOCTH B
COOTBETCTBHUH C YCTAHOBJICHHBIMU IPOLIETypaMy B 00JIaCTH YIPABJICHUS PUCKAMU;

uH(popMUpOBaHUE, 00yUeHHE U 110 BblllieHUuEe KBalndukanuu pabotHukoB LleHTpa B cdepe
nH(POPMALMOHHOH 6€30M1aCHOCTH;

MeToauYecKas IOMOLIb paboOTHUKaM B Bompocax oOecredeHuss HHPOPMAIMOHHON
0€30I1aCHOCTH;

aHaJIU3 M TIOMCK BO3MOXKHOCTEH 110 TMOBBIIICHUIO YPOBHS 3AIIUIIIEHHOCTH HH(POPMAITUH.

Jns opraHu3auuu 3amuThl WHGopManuu, L[eHTp BIpaBe MPUMEHATh CPEACTBA U METOMAbI
TEXHUYECKOH 3allUThl, TNpPEANPHHUMATh JpPyrue, HE NPOTHBOPEYAIINE 3aKOHOJIATEIHCTBY
Poccuiickoit denepanuu, Mepsl.

B pamkax obecnieueHust 3auThl HHGOPMAIINHY, B paMKaX TPYIOBBIX OTHOIICHUH HEOOXOIUMO
03HAKOMUTb MO POCIUCH PAOOTHUKOB, JOCTYH KOTOPBIX K MH(OPMAIIMKM OTPaHUYEHHOTO JI0CTYIIA,
HEOOXOUM IS BBIIOJTHEHUSI HMU CBOMX JTOJDKHOCTHBIX OOS3aHHOCTEH, C IepeyHeM WH(pOpMaIiu
OTPaHUYEHHOTO JO0CTYNa, U MPUHATHIMU B LleHTpe MepaMu 3a1uThl THPOpMALIUK.

Oco0eHHOCTH 321U THI EPCOHATBHBIX TAHHBIX

I[Ipu opranuzanuu oOpabotku B LleHTpe mepcoHaANBHBIX JaHHBIX HEOOXOIUMO
PYKOBOJICTBOBAThCs TpeboBaHusiMu DenepanbHoro 3akoHa ot 27.07.2006 Ne 152-P3
«O nepCOHAIbHBIX JAHHBIX».

[lepeyenb Mep, BBHINOJIHEHHWE KOTOpBIX oOecneunBaer LIeHTpB KauecTBe omeparopa
NIEPCOHATBHBIX JTaHHBIX, JOJDKEH BKITFOUATh:

Ha3zHaueHue B LIeHTpe OTBETCTBEHHOrO 3a OpraHU3aIfio 00pabOTKH MEPCOHATBHBIX JTAHHBIX;

pa3paboTKy TOKYMEHTOB, ONPEENSIONINX MTPaBHiia B OTHOIICHUH 00pa0OTKH NEPCOHATBHBIX
TaHHBIX B LIeHTpe, JIOKaJIbHBIX aKTOB IO BOIpocaM 00pabOTKH NMepCOHATbHBIX JaHHBIX; TPUMEHEHHE

OpPraHU3allMOHHBIX U TEXHUYECKHMX Mep IO obOecrneueHuro Oe30MacHOCTH
NEPCOHANBHBIX JTAHHBIX B COOTBETCTBUM cO craTheil 19 denepanbHoro 3akona or 27.07.2006
Ne 152-®3 «O nepcoHaTBHBIX JTaHHBIX Y,

BBINOJIHEHHE TPEOOBAHUII 110 COCTABY U COAEPKAHHUIO OPTraHU3ALMOHHBIX U TEXHUYECKUX MEp
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o oOecrieueHn0 0€30MacHOCTH MEePCOHATBHBIX JAHHBIX MPU WX 00pabOTKe B MH(POPMAIIMOHHBIX
cucTeMax NepCOHaNbHbIX JaHHBIX yTBep K AEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBep)KJICHNH COCTaBa U COJEP)KaHMsI OPraHU3AMOHHBIX U TEXHHYECKUX Mep M0 00ECTIeYeHHUIO
0€30MIaCHOCTH TMEPCOHAIBHBIX JAaHHBIX MNpU HX 00paboTke B HMH(POPMALMOHHBIX CHCTEMax
NepCOHATIBHBIX TAaHHBIX);

OLIGHKY Bpela, KOTOPbIM MOXeT OBITh MPUYMHEH CYOBEKTaM IEePCOHAIBHBIX JIaHHBIX
B cny4yae Hapymenuss DenepanpHoro 3akoHa Ne 152-@3, cooTHomieHme yKa3aHHOTO Bpena
U TPUHUMAEMBIX OIEPaTOPOM MeEp, HAINPaBJICHHBIX HAa O0OECII€YeHUE BBIMOJIHEHUS 005S3aHHOCTEMH,
npeaycMoTpeHHBIX DeaepanbHbiM 3akoHOM No 152-D3;

O3HaKOMJICHHE pPaOOTHUKOB LleHTpa, HENmOCPEICTBEHHO OCYIIECTBISIONIMX 00paboTKy
NEepCOHATBHBIX JAaHHBIX, C MOJOXXKEHHSIMHU 3aKoHojarenbcTBa Poccuiickoit ®expepamym o
NEPCOHANBHBIX JIAaHHBIX, B TOM 4YHCIE TPEOOBAaHMSAMHU K 3allUTE IEPCOHAIBHBIX JAaHHBIX,
JOKYMEHTaMH, OTpeeNsomuMu TpedoBanus LleHTpa B oTHOmEHHH 00paOOTKH MEPCOHATIBHBIX
JAHHBIX ¥ 00y4YeHHe, MPH HEOOXOUMOCTH, YKa3aHHBIX PAOOTHUKOB.

OobecrnieueHne 0€30MMaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTACTCS, B YACTHOCTH:

OTlpeNeIeHueM yIrpo3 W Hapymmreneld O0e30MacHOCTH TEepPCOHANBHBIX JAHHBIX MpH X

00paboTke B MH)OPMALMOHHBIX CHCTEMaX MePCOHATIBHBIX TaHHBIX;

OTIpeNieIeHNEM YpPOBHS 3aIIMIIEHHOCTH MEPCOHANBHBIX JaHHBIX B COOTBETCTBUHU C
tpeboBanusimu [ToctanoBnenus [IpaBurensctBa Poccuiickoit @eaepanmu ot 01.11.2012 Ne 1119
«O0 yTBepkKIeHWM TpeOOBaHMH K 3alIMTe NEPCOHATBHBIX JaHHBIX TpH WX 00paboTke B
MH()OPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JTaHHBIX);

NPUMEHEHHEM TPOIIEANINX B YCTaHOBJIECHHOM MOPSAKE MPOLEAYPY OLEHKH COOTBETCTBHS
CPE/ICTB 3alIUTHI HHPOPMAIHUH;

OLeHKOH 3()(peKTHBHOCTH MPUHUMAEMBIX Mep IO 3alIUTe NEePCOHATBHBIX JaHHBIX J0 BBOJA
B 9KCIUTyaTalUI0 HHPOPMAIIMOHHON CUCTEMBI IIEPCOHANTBHBIX TaHHBIX;

BOCCTaHOBJICHHEM IEPCOHAIBHBIX JAHHBIX, BCICICTBHE TOJTYYCHUS! HECAaHKIIMOHUPOBAHHOTO
JIOCTYTIa K HUM;

YCTAHOBJICHHEM TIPaBWJI JOCTyHNa K TMEPCOHAJIBHBIM JaHHBIM, 00padaTblBaeMbIM B
UH(POPMALIMOHHBIX CHUCTEMax MNEPCOHANbHBIX JaHHBIX, a TaKKe 00ecreueHHEeM PpEerucTpaluuu
ydeTa BceX JCHCTBHM, COBEPIIAEMBIX C IMEPCOHATBHBIMH JaHHBIMU B WH(OPMALIMOHHBIX CHCTEMAax
NEPCOHAIbHBIX JAHHBIX;

KOHTPOJIEM 332 IPUHUMAEMBIMI MEPaMH 10 3aIIUTE TIEPCOHAITBHBIX TaHHBIX U ONPEICICHHOTO
YPOBHSI 3aIMIICHHOCTH HH()OPMAIIMOHHBIX CHUCTEMax IEPCOHAJIbHBIX JAHHBIX B IIpOLIECCE €€
IKCILTyaTaI|H.

5 OCHOBHBIE TPEBOBAHMSI K IPOHECCAM OBECIIEYEHUSA
NHO®OPMAIIMOHHOU BE3OITACHOCTH

MeTtoauueckoe pyKOBOJCTBO, pa3paboTKy peuieHui mo 3amure nHpopmaluu, coraiacoBanme
BBIOOpA CPE/ICTB BBIYUCIIUTEIHLHOW TEXHHUKH, IIPOTPAMMHBIX U MPOTPaMMHO-AIITAPATHBIX CPEICTB
3alUThl THPOPMAIUHU, OPTaHU3aIHI0 PabOT MO BBISIBICHUIO BO3MOKHOCTEH M MPEIyNpekKICHUIO
YTE€YKH ¥ CBOMCTB 3amuiaeMod uHOOpMAIMU, aTTecTalluio OOBEKTOB WH(OOpPMATH3AINN
OCYIIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHBIC Moapasnenenus Llentpa.

duznyeckas 0€30MaCHOCTD

[TpunsTHIE OpraHU3allMOHHBIE W TEXHUYECKHE MEphI MO 3amuTe mnomenienuit LleHTpa,
CEepPBEpHOT0 W KOMMYTAIIMOHHOTO OOOpPY/JOBaHWS, AaBTOMATH3MPOBAHHBIX pabOYMX MeCT
noJib3oBareneil nHPopMaMOHHBIX cUcTeM LleHTpa o0ecreunBaT peanu3aluio CIeIyIIMuX Mep
1o:

pa3rpaHUYCHHUIO JOCTylma pPa0OTHUKOB B TMoMelleHus LleHTpa B COOTBETCTBHH C UX
MTOJTHOMOYHSMH M JTOJKHOCTHBIMH O0SI3aHHOCTSIMU;

peructpanuu (PakToB BXxojJa PaOOTHHKOB B IOMEIICHHUS, B KOTOPBIX BeJETCA 00paboTKa
MEePCOHATBHBIX JaHHBIX;

KOHTPOJIMPYEMOMY TMPEObIBAHUIO MOCTOPOHHUX JuIl B LleHTpe B momemieHusi, B KOTOPBIX
BeneTcss 00paboTka MH(POPMAIIMK OTPAHWUYEHHOTO JIOCTYIMA W pa3MEIICHBI anmapaTHbIe CPECTBa
UH(OPMAIIMOHHON CHCTEMBI;
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OpraHu3aIi pPeXrUMa KOHTPOJIHUPYEMOTO0 BHOCA/BBIHOCA CPEACTB 00pabOTKH HH(GOPMAITHH.

[Momemenuss lleHTpa MOMKHBI OBITH OOOPYAOBAaHBI JETEKTOpAMU OTHS U JIbIMA,

OTHETYLIUTENIIMUA, CHUCTEMaMH KOHIUIIMOHHUPOBAHUS BO3/yXa, CPEACTBAMU OXPaHHO-TIOKAPHOM
CUTHAN3aIUH.

OcHOBHOE CepBepHOE U KOMMYTAIlMOHHOE 00opyaoBaHue LIeHTpa JOMKHO OBITh 3alIUIEHO
oT mepedoeB B Mojaue DJIEKTPOIHEPTUU MyTeM MOJKIIOYEHHS! K 3JEKTPOCETH C MPUMEHEHUEM
UCTOYHUKOB OecriepeboiiHoro muranus. VcTtouyHuku OecriepeOOWHOTO THUTAHHS HEOOXOIUMO
PEryJspHO TECTHPOBATh U MPOBEPATH YIIOJIHOMOUYEHHBIM paboTHHKaM LleHTpa B cOOTBETCTBHM C
PEKOMEHIAIUSIMU TIPOU3BOAUTETIS.

[TopraTuBHBIE TEXHHYECKHME CpEACTBA HE JIOJDKHBI  OCTaBaThCid 3a  IpeleaMu
KOHTPOJHpyeMoii 30HbI LleHTpa 6e3 KOHTpOIIst O CTOPOHBI paboTHUKOB LleHTpa.

be3onacHocTh Ha paﬁoqu MECTE

3ampemniaercsi BECTH 3allMCh Hapojieii B OTKPBHITOM BHUAEC Ha MaTepUAIBHBIX HOCHTEISX,
3a UCKJIIOUEHHEM CIIy4aeB, pEriaMEeHTUPOBAHHBIX METO/I0B XPAHEHUSI.

JIOKyMEHTBI U HOCHTENIH ¢ HH(pOpMaIMeld OrpaHMYEHHOTO JOCTYyIa JOJKHBI YOUpPaThCs
B omneyarbiBaemMble Mecta (ceddbl, mkadel W T.I.), TOpU yxoae ¢ pabouyero mecra. Ha
aBTOMATU3UPOBaHHOM pabouem Mecte Ilonb3oBarens pabodas ceccust AOKHA OBITH IpepBaHa,
paGoumuit crton 3abmokupoBaH. Bxon mosb3oBaTenss B CUCTEMY HE JIOJDKEH BBINOJIHATHCS
ABTOMAaTHYECKH.

JIOKyMeHTBI, cozieprkaiine HH(GOpMaIMio OrpaHUuuYeHHOr0 J10CTYIA, JTO0JIKHBI Cpa3y U3bIMaThCs
U3 TeYaTalomuUX ycTpoicTB. [l yTunm3ammu KOH(PUICHIMATBHBIX JOKYMEHTOB, JIOJIKHBI
HCIOJb30BATECS YHUUTOXXKUTENINM JOKYMEHTOB HE HUXe 4 YpPOBHS IO CTaHIapTy O€30MacHOCTH,
MPUMEHSEMOMY K YHUUTOXKUTEISM JOKYMEHTOB.

[Ipy wucnonp30BaHMM MOOMIIBHBIX TEXHHMUYECKUX CpPEACTB HEOOXOAUMO  CcoOII0/aTh
JIOTIOJTHUTENbHBIE MEPHI 10 perjaMeHTAllMd U KOHTPOJIIO HWCTOJb30BaHUS B HMH(OPMAIIMOHHON
cucTeMe MOOUIIbHBIX TEXHUYECKUX CPEJCTB.

HaxoxxneHue mnpenctaBuTenel IOPUAMYECKHX JIMII B PAaMKax HCIOJIHEHUS JOTOBOPHBIX
0053aTeNbCTB B IOMEILEHUSAX, B KOTOPBIX Beaercs 00paboTka MHGOpPMAlUKU OrpaHUYEHHOTO
J0CTyIa UHPOPMALIMOHHOM CHUCTEMBbI, BO3MOXHO TOJIBKO B CONPOBOXKAEHUHU paboTHHMKa LleHTpa,
JIOITYIIIEHHOTO 110 00pa0O0TKH Takoi HHPOPMALIUH.

Pa3mMerienne TeXHMYECKMX CpEICTB BbIBOJAa HHPOpMauuu B mnomemeHusx LleHtpa
NPOM3BOJUTCS C YYETOM HCKIIOUEHHS BO3MOXXHOCTH BHU3YaJbHOTO IPOCMOTpa HH(OpMaIum
NOCTOPOHHUMM JIMIIAMU M paOOTHUKAaMH, HE JOMYIIEHHBIM K paboTec 1aHHON HHpopManue.

TexHu4eckne cpeacTBa JODKHBI Pa3MemaTbcs W XPAHUTBCS TaKUM 00pa3oM, YTOOBI
COKpATUTh BO3MOXHBII PUCK MOBPEXKIEHUS U YIPO3bl HECAHKLIMOHUPOBAHHOT'O JOCTYTIA.

Texnudeckoe o0c/1y:kKMBaHUE 000PY10BaAHHS

Texnuueckue cpeactBa LleHTpa TOMKHBI NMPOXOJUTH HA PETYISIPHOW OCHOBE CEPBHCHOE
00CITy’)KHBaHHE B COOTBETCTBUH C PEKOMEHIAIIMSIMH ITPOU3BOAUTEINEH 000py10BaHUS.

PeMOHT U cepBUCHOE OOCITyXKMBaHHE OOOPYIOBaHMS JIOJKHBI BBIMOJHATHCS TOJIBKO
KB (UIUPOBAHHBIMH CIIEIUAITACTAMH.

TexHuueckoe oOCITy)XKHBaHUE OOOPYIOBaHHMS CTOPOHHUMM OPIaHU3ALUSAMH HE JIOJIKHO
IIPUBOJIUTH K PUCKY HAPYIIEHUS KOH(PUACHINATBHOCTH 3alUIaeMOI HH(OPMALIHH.

B3aumoseiicTBHe ¢ TPeTHUMU JIMLIAMHU

B nensax obecneuenus nudopmanmonHoi 6e3onacHoctu Lientpa nmpu B3auMoeiicTBuu ¢
TPETHUMHU JIMIIAMH JTOJKHO BBITIOIHSTE CICAYIONINE MEPOTIPHSTHS T10:

3aKJIFOYEHMIO COTJIALICHUS O Hepa3IIallleHn HHPOPMAIIUN OIrPaHUYEHHOTO JIOCTYTIA,
MIOJTY9YCHHOM B XOJI€ UCTIOJIHEHUS IOTOBOPHBIX 00sI3aTEIIbCTB;

OCYILIECTBJICHUIO KOHTPOJIS 32 ACUCTBUSAMM IMPEICTaBUTENIECH KOHTPAreHTOB B Mpe/enax
KOHTpoJimpyemon 30H LleHnrpa.

YrnpapieHue ;KU3HEHHBIM IMKJI0M MH()OPMALMOHHBIX CHCTEM

MepomnpusiTis B Tporecce >KA3HEHHOTO IMKJIa MHPOPMAIMOHHBIX cucteM LleHTpa
JOJDKHBI OBITH HAmNpaBJeHbl Ha oOecredeHue 3aIluThl MH(GOpMAalUU MpHU BBOJE B JEHCTBUE,
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JKCIUTyaTallMM, COMPOBOXKIEHUH W MOJIEPHU3ALIMU, BBIBOAA M3 JKCIulyatauuu. OCHOBaHUEM IpHU
pa3paboTke WHGOPMAIMOHHBIX CHCTEM JOJDKHBI SBISTHCS PEHICHHUS TNPUHATHIE HA CTaIduu
dbopmupoBaHus TpeOOBaHUM, cojaepiKallue TPeOOBaHUS B TOM YHCJIE TIO CHUCTEME 3allUThI
uHpOpMaLnH.

Jlro60e nmaHupyeMoe K BHEIPEHUIO U3MEHEHHE HH(POPMAITMOHHON CHCTEMBI ITPEIBAPUTENHHO
JIOJKHO  OBITh  MPOAHATM3UPOBAHO HA  COBMECTHMOCTh W OTCYTCTBHE  HApyIICHUUN
paboTOCIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHUCJIE€ CPEJCTB 3alUThl HHPOPMAIUH.

PaGotel mo MmojepHHM3anuu HWHOOPMAIMOHHOW CHUCTEMBI, B TOM YHCJIE MO YCTaHOBKE
IPOrPaMMHOT0 oOecrieueHus: 1 OOHOBIIEHUH, TOJKHBI TPOBOAUTHCS B Hepabouee BpeMsl T BpeMs
HavMMeEHbIlIeH pabouelt Harpy3Ku.

[Ipn BBIBOAEC W3 OKCIUTyaTallMd WH()OPMANMOHHBIX CHCTEM JOJDKHO 00eCreYrBaThCs
rapaHTUpOBaHHOE yAalleHne o0padaThiBaeMON U XpaHUMOM B HUX HH(OPMAIIUU C UCTIOJIb30BAaHUEM
CPEJICTB TapaHTUPOBAHHOTO YHHUTOXXEHUS HWH(POPMAIMH WIH MyTeM (PU3UUYECKOTO YHHUUTOXKCHUS
HOCHUTEJIeH HH(POPMAIIUH.

Bce mporenypbl oOecnedeHus 3ammThl UHGOpPMAIUU, YyCTaHOBIEHHBIE B LleHTpe B
OTHOIIEHMH HWH(POPMAIIMOHHBIX CHUCTEM, JOJDKHBI  BBIMIONHATECA M KOHTPOJIHPOBATHCS
OTBETCTBEHHBIMH JINLIAMU 33 OPTaHU3alMI0 padoT MO 3alUTe HHHOPMALIUH.

KonTpoJus noctyna k mH(pOpMANMOHHBIM CHCTEMAM

Bce pabotnuku LlenTpa, momymieHHbIE K padoTe ¢ MHPOPMALMOHHBIMA CUCTEMaMH, HECYT
MEPCOHAIBHYI0 OTBETCTBEHHOCTh 32 HAPYIIEHWs YCTAHOBJIEHHOTO TMOpAIKa 00paboTKu
uH(pOopMaLUH.

YpoBeHb NOTHOMOYMI TONB30BaTeNsl B HH(MOpManuoHHOW cucteme llenTpa momkeH
ONPEAENATHCA B COOTBETCTBUU C €r0 JOJKHOCTHBIMU O0SI3aHHOCTSIMU.

JHoctyn nonp3oBareneil k nHGOpMaIMOHHBIM cucTeMaM LleHTpa JomKeH KOHTPOIUPOBATHCS
aIMUHUCTPATOPOM UH(GOPMAITMOHHON CHCTEMBI.

Ocy1ecTBIeHHE PETyIIPHOT0 KOHTPOJIS BBITIOJHEHHS OpraHU3allMOHHO-PACTIOPSIUTEIbHBIX
JIOKYMEHTOB, KacCalOUIMXCSl periaMeHTallid JoImycka paboTHUKOB LleHTpa k MH(OpMAIOHHBIM
CUCTEMaM.

HpenTuduxkanusa v ayreHTuPUKanmus

Hoctymn monb3oBateneil K HHOOPMAIMOHHBIM CUCTEMaM JIOJDKEH MPEAOCTaBIATHCS TOJIBKO
MoCJie YCIEIIHOTO 3aBEePIICHUS UACHTU(PUKAIINY, ayTeHTU(DUKAITIH.

[ToyueHue mnonb3oBaTeeM HMMEHH B HMH(DOPMALIMOHHOW CHCTEME M Mapojs, KOTOphIE
o0ecneynBaroT JOCTYN K MH(POPMAIIMOHHOM CUCTEME, TOJKHO OCYIIECTBIATHCS MO MIPEICTABICHUIO
PYKOBOJUTEIIS CTPYKTYPHOT'O TIOJIpa3AeieHUsI.

YnpasJieHue 10CTyIIOM

B IleHTpe MOMHKHO OCYILECTBIATHCS YIpaBleHHE JOCTYIIOM K MH(OPMAIMOHHOW cUCTEMe
MOCPEACTBOM pealin3allud HEOOXOAMMBIX METOJAOB, TUIIOB M MpaBWJI pa3rpaHUUYEHUs JOCTyIa
nojb3oBareasiM MHpopMauuoHHON cuctembl Llentpa. B ToM umcie obecneueH 3alluIeHHbBIH
YIAJIEHHBIA TOCTYNl CYOBEKTOB JOCTyMa K OOBEKTaM JOCTYIIAa Yepe3 BHEIIHHE HH(OPMAIHOHHO-
TEJIEKOMMYHHUKALMOHHBIE CETH.

Be3onacHocTs npu padore ¢ HOCUTEJIAMH HH(POPMALTUT

PaGornuku lleHTpa MOMKHBI MCHOJB30BaTh TOJBKO YUYTCHHBIE CHEMHBIE MAIIMHHBIE
HOCUTEIN MH(POpPMAIMU JJisi BBHIIOJHEHHUS CBOMX JOJKHOCTHBIX OOs3aHHOCTel. Vcmonb3oBaHue
ChEMHBIX MAaIIMHHBIX HOCUTENeH HHPpopManuu B LIeHTpe B MHBIX LENAX CTPOTO 3aIllpeLeHo.

CpeMHbIe MallIMHHBIE HOCUTENU UH(POpPMAaLMK JOKHBI XPAHUTCS B ONleUaThIBaeMbIX HIKadax,
B MIOMEIEHHUX B KOTOPBIX MTPEeIyCMOTpeHa 00paboTKa MH(POPMAIIK OTPaHUYEHHOTO JOCTYIIA.

B ciiydae kpaxku UM MOTepU Ch€MHOT0 MAIIMHHOIO HOCUTENS HHPOPMAIMH, a TAaKKEe WHBIX
UHIMJICHTOB, KOTOpPbIE MOTYT IMpPHUBECTH K HAPYIICHUIO CBOWCTB HMH(OPMAIMH OTPaHUYEHHOTO
JIOCTYTIA, JOJKHBI TPOBOAUTHCS MEPONPUATHUS IO PACCIEIOBAaHUIO TAKMX HHIIUIACHTOB.

[Tpu BBIBOZIE M3 IKCIUTyaTallMi ChEMHOTO MAIIMHHOI'O HOCHTENS MH(POPMALIUK, BCe JTaHHbIE,
XpaHsILIUeCs] Ha HEM, JOJDKHBI OBITh YAaJleHbl ONpeAeIeHHOW KOMHCCHEN M3 yucia pabOTHUKOB,
CPEICTBOM rapaHTHPOBAHHOTO YHUUYTOXEHUS HHPOPMALIUH.

@akT YHMUYTOXKEHUS MH(OpPMAIMM HAa CHEMHOM MAalIMHHOM HOcUTele HHpopManuu
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¢dukcupyercss B akTe 00 YHHYTOXKEHUH HH(OpMAlMM €O CHEMHOTO MAIIMHHOTO HOCHTEIS
uHpOpMaLIUH.

Perncrpanusi coobITH

B llenTpe [0DKHA OCYHIECTBIATHCS PETUCTPAIIMM COOBITHI OE€30MacHOCTH Ha BCEX
koMrioHeHTax wuHpopManuoHHbix cucteM KIICOH, B koTopbIx oOpabaThIBacTCs 3aliuiaeMas
uHpOpMaIHSL.

AHTHBHPYCHAsI 321U TA

B nensax oOHapyXeHHUs M YCTPaHEHUsI BPEJJOHOCHBIX porpaMM B LIeHTpe TOKHEI

UCIIOJIb30BaThCS CPEJICTBA AaHTUBUPYCHOM 3allIUThI HHPOPMALIHH.

OO0s3aTeIbHOMY KOHTPOJIIO CPEIACTBOM aHTHBHPYCHOW 3aIlIMThl MH()OPMAIUU JIOJDKHA
nojyieXxkath Jo0as wuHGopManus (TEKCTOBbIC ¢aiiabl J0ObIX ¢GopMaToB, (ailyibl JaHHBIX,
UCTIONIHAEMBIC (hailiibl), MoiyyaeMass W TepedaBaeMas IO JIOKAJbHOW BBIYUCIUTENBHOW CETH
B TOM 4YHCJE€ U CETSIM OOLIEro IMOJIb30BaHUs, a Takke HMH(pOpMalMs, XpaHMMas Ha CbEMHBIX
MAaIIMHHBIX HOCUTENSAX UH(OPMAIIHH.

[Ipu ycraHOBKE HPOrpaMMHOrO OOECHEYEeHUs WIM €ro OOHOBJIEHHS Ha CEBEPHOE
000Opy/sOBaHUE [OJIKHA ABTOMATUYECKM BBINOJHATHCA MpeABapUTEIbHAasl HPOBEPKA JTAHHOTO
IPOTrpaMMHOTr0 00ecIie4eHusl Ha OTCYTCTBUE BPEJOHOCHOTO ITPOrPaMMHOI0 00ecieueHHsl.

OOHoBieHNEe 0a3 CUTHATYp Ul CPEACTBAa AaHTUBUPYCHOH 3alIUThl WH(GOPMAIUU JTOJIKHBI
OOHOBJISATBCS €KETHEBHO.

[Tonmp30oBaTenu Oe3 mpaB agMUHHCTpaTOpa HHPOPMAITMOHHOW cucTeMbl LIeHTpa He JOIDKHBI
UMETh BO3MOKHOCTb MOJTY4EHUS JOCTYIa K KOHPUTypalui aHTUBUPYCHOTO CPE/ICTBA 3AIUThI WIH
€ro OTKJIIOUEHHUS.

KoHTpoJIb 3211 IIEeHHOCTH NMEPCOHAILHBIX JAHHBIX

B nensx uCKIOYEHMs 3KCIUTyaTallUM YSA3BUMOCTEH MPOrpaMMHOrO OOECHEeYEHHUs JIOJIKHBI
OPOBOIUTCS palbOThl IO BBISBICHUIO, AHAIM3Y YSI3BUMOCTEH MH(OPMAIIMOHHON CHCTEMBI U
ONEpaTUBHOE YCTPAHEHNE BHOBb BBIABIICHHBIX YS3BUMOCTEH. B ToM ducie opranu3anus KOHTPOJIS
YCTAHOBKHM OOHOBJIEHUS IPOIPaMMHOI0 00eceueHus, BKJItoYasi CPeJICTB 3allUThl HHPOPMaIUH.

Hcnosib30BaHMe NPOrpaMMHOI0 o0ecriedeHn st

Beibop mnporpammHoro obecredeHus Ui NPOU3BOACTBEHHBIX HyXJ1 LleHTpa nomkeH
IIPOU3BOJIUTHCS B MPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOro B EAuMHBIN peecTp poccuiicKHX
OporpaMM JJIsi 3JEKTPOHHBIX BBIYMCIMTENbHBIX MAlIMH W 0a3 JaHHBIX. B ciiyuae oTcyrcTBHA
aHasiora B EnMHOM peectpe poCcCHUICKUX IPOrpaMM JUisl 3JIEKTPOHHBIX BBIYMCINUTENbHBIX MAIlIUH U
0a3 JaHHBIX JIOMYCKAETCs UCIOJIb30BaTh IPOrPaMMHOT0 00ecTIedeHe UMITIOPTHOTO TPOU3BO/ICTBA.

Hcnonb3oBanne cpeacTs Kpunrorpaduueckoi 3amuThl HH(GpoOpManuu

Obecneuenue 3amuThl HHGOPMAIIUN OTPAaHUYEHHOTO JOCTYIA OT PACKPHITHs, MOAU(UKALINU
U HaBs3bIBaHUS (BBOJAA JIO)KHOM MH(OpManuu) mpu ee mnepeaade (MOATOTOBKE K Iepeaaye)
[0 KaHajlaM CBSI3M, MMEIOLIMM BBIXOJ 3a Mpelesibl KOHTPOJUPYeMOH 30HBI 0oOecreunBaeTcs
IPUMEHEHHUEM CPEJICTB KpUNTOrpaduyecKoi 3anThl HHHOPMALIUH.

[IpuobOperenne cpeacTts  Kpunrtorpaduueckod  3amuThl  WHOOpPMAIUU KIOCOH
OCYIIIECTBIISIETCS HA OCHOBAaHHMM JIOTOBOPOB U KOHTPAKTOB C JHUI[AMH MUMEIOIIMMHU JIE€HCTBYIOIIYIO
muenszuto @Chb Poccum Ha ocylecTBieHHE JESITEIbHOCTH IO pa3paboTKe, MPOU3BOJCTBY,
pacnpocTpaHEeHUIO MHUPPOBAIBHBIX (KpUNTOrpadUyecKux) CpeiacTB, MH(OPMALMOHHBIX CHUCTEM
U TEICKOMMYHUKAI[MOHHBIX CHCTEM, 3alllMIIEHHBIX C HCHOJb30BAHUEM MIM(PPOBATIHHBIX
(xpuntorpaduyecknx) CpeaCTB, BBIIOJHEHUIO paboT, OKa3aHHUIO yCIyr B oOJacTu HIM(pPOBaHUS
uH(pOpMaIINK, TEXHUYECKOMY OOCTYKMBAaHUIO IMH(POBANBHBIX (KpUNTOrpauuecKkux) CpeicTs,
MH(OPMALIMOHHBIX CUCTEM U TEJIEKOMMYHHMKAI[MOHHBIX CHUCTEM, 3alIUIIEHHBIX C UCIIOJIb30BAHUEM
mHPPOBATBHBIX (KPUNITOTPAPUUECKUX) CPEICTB (32 UCKIIOYCHHEM Cydasi, €Clid TEeXHHUYECKOEe
oOciyxuBaHUE MHUPPOBAIBHBIX (KpUNTOrpadUUEeCcKUX) CpencTB, HH(POPMALMOHHBIX CHCTEM
U TEIEKOMMYHHUKAI[MOHHBIX CHCTEM, 3all[MIIEHHBIX C HCHOJb30BAHUEM IHIM(PPOBATIHHBIX
(kpuntorpadu4ecknux) CpelICcTB, OCYIIECTBIsAETCA JUIsi OOecHedeHHs COOCTBEHHBIX HYX]I
IOPUAMYECKOTO JINLA WX UHAUBUYAJIbHOTO MPEANPUHUMATES).

B memsax opraHusanuu u o0ecriedeHUu mepefadyd MHPOpMalMK 10 KaHajlaM CBSI3UC
HCIIOJIb30BAaHUEM CPEACTB KpuNTOrpaduyeckoi 3amuThl MHGOPMAlLMU, a TAKXKE€ BBINOJHEHHUS
muneH3uoHHbIX  TpeboBanmii @DOCB Poccum B LleHTpe momkeH OBITH CO3JIaH  OpraH
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KpUNTOTrpaduuecKon 3amuThl.

Hcnosb3oBanue 3JIEKTPOHHOM 0YThHI

DONeKTpOHHAas MouTa JOJDKHA HCIHOJb30BaThesi B lLleHTpe ¢ menbio opraHuzanuu oOMeHa
9JIEKTPOHHBIMH ~ COOOLICHUSMH MEXIy pabOTHUKaMH W CyObeKTaMH  HMH(OPMAIMOHHON
0€301MacHOCTH.

IIpu ucOIBb30BaHUU 2JIEKTPOHHOM ITOYTHI 3aIIpELIAcTCs:

oOMeH wuHpoOpMaIMen A CIy)KeOHOro TIOJB30BaHMSA, a Takke HH(popManuen
OTPaHUYEHHOTOJJOCTYTIA;

MPEeI0CTaBlIEHUE JOCTYyNa K 3JIEKTPOHHOM MOYTEe C MCIOIb30BaHUEM JaHHBIX CBOCH YUETHON
3aMMCH TPETHUM JIUIaM;

myOIMKaIUsl CBOETO CIY>KEOHOro ajpeca AJIEKTPOHHOW MOYTHl B AJIEKTPOHHBIX KaTajorax,
Ha TIOMCKOBBIX MAIlIMHAX H APYTHUX pecypcax ceTu VIHTepHeT B LeNsIX, HE CBA3aHHBIX C UCTIOJHEHUEM
CBOMX JOJDKHOCTHBIX 00sI3aHHOCTEH;

MOJIKCKA TIO 3JIEKTPOHHOM MOYTe Ha Pa3lUYHbIe pEeKIaMHbIE MaTepHUabl, TUCThl PACCHUIKH,
JJIEKTPOHHBIE KYPHAJBl U T.I., HE CBS3aHHBIC C BBIOJHEHHWEM IOJb30BaTENIEM JOHKHOCTHBIX
00s13aHHOCTEIA;

OTKpBITHE (3aIlyCK Ha BBIMOJHEHHE) (halIoB, MOJYYEHHBIX MO JJIEKTPOHHON MOYTE WIH
u3 pecypcoB cetu MHTEepHeT, 6€3 mpeaBapuTebHOW MPOBEPKH UX aHTHBUPYCHBIM MPOTPAMMHBIM
o0ecreyeHneM.

Pabora B ceTsix 0011ero noib30BaHust

Lentp ocraBnser 3a co0oi MpaBo OJIOKHPOBATH WIIM OTPAHUYMBATH JOCTYH PaOOTHHKAM K
CeTsSM CBSI3U OOIIETo TOJIH30BAHMUS, B TOM YHCIe ceTH VIHTEepHET, coepKaHue KOTOPBIX HE UMEET
OTHONIEHHUSI K MHCIIOJIHEHUIO JOJDKHOCTHBIX OO0S3aHHOCTEH, a Takke K WHGOPMAIMOHHBIM
pecypcam, cofiepaHe U HalpaBI€HHOCTh KOTOPBIX 3alpelleHbl 3aKOHOAATeIbLCTBOM Poccuiickoit
denepanuu.

Uudopmanus o mocemaeMbix paboTtHukamu LleHTpa uHGOPMALMOHHBIX PECYpCOB
MIPOTOKOJIMPYETCS JUIS TIOCIIEAYIOIIETO aHAIN3a U, TP HEOOXOJMMOCTH, MOYKET OBITh IPEICTaBIICHA
PYKOBOAMTENSM CTPYKTYPHBIX TOJIpa3feNieHu, a Takke pykoBoauTento LleHTpa ans KOHTpos.

[Tpu ucnionp3oBanuu cetr MHTEPHET 3aMpeIeHO:

UCIIONIb30BaTh IpeaocTaBieHHbIN [{eHTpoM nocTym B ceTh IHTEpHETB JMYHBIX HENSX;

UCTIOJIF30BaTh HECAHKIIMOHUPOBAHHBIC MTPOrPAaMMHBIE M TIPOTPaMMHO-aNIapaTHBIE CPEICTBA,
MO3BOJISIOIINE MTOJYYUTh HECAaHKIIMOHUPOBAHHBIN JOCTYH K ceTH MHTepHeT;

nyOJIMKOBaTh, 3arpykKaTh M PacCHpPOCTPAHATH MaTEpPHAIbl, COICPIKALINE HEIOCTOBEPHYIO
uHpopmarnuto o Llentpe, a Taxke dhanscuduupoats cBoii IP-ampec.

Pe3epBHOe KOMMPOBaHHME H BOCCTAHOBJIEHHUE TAHHBIX

Ocy1iecTBIeHUE PE3EPBHOTO KOMHUPOBAHHUS JOJIKHO OCYIIIECTBISTHCS JIJISL:

nHpopmanuu, oOpabaTteiBaeMoii Ha (HailJloBOM cepBepe H  CepBEpe MPHUIIOKCHHM,
MH(OPMALIMOHHON CUCTEMBI;

pabounx MecT aAMMHUCTPATOPOB UH(POPMALITMOHHON CHCTEMBI.

YacTtoTa ¥ pe)UM pPE3ECPBHOTO KOMHPOBAHUS YCTAHABIMBAIOTCA TaKUM 00pa3oM, 4TOOBI
o0ecTeynTh MUHIMAJIBHYIO TIOTEPIO JaHHBIX M ONIEPAaTHBHOE BOCCTAHOBIICHHE.

Hactpoiika pe3epBHOIO KOMMPOBAHUS M BOCCTAHOBIEHHMS PECYpCOB HH(POPMAIIMOHHBIX
cucteM LleHTpa 1OMAKHBI TPOBOAUTH YIIOJTHOMOYEHHbIE paboTHUKY L{eHTpa.

PesepBHOE KOMMPOBaHUE JOHKHO OCYIIECTBIATHCS B aBTOMATUYECKOM PEXUME.
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6 OCHOBHBIE TPEBOBAHUS K ITPOLECCAM YIIPABJIEHU S
NHO®OPMAIIMOHHOMU BE3OITACHOCTbBIO

MounuTopuHT HH(POPMALMOHHOI 0€30aCHOCTH
Ha noctostHHOIM OCHOBE JAOJIKEH NTPOBOANUTHCS KOMIUIEKCHBIN aHaIN3 (QyHKIIMOHUPOBAHUS
nH(POPMAIMOHHOM cucTeMbl LIeHTpa U BO3HUKAIOMINX COOBITHI NH(POPMAIIMOHHOI O€30MacCHOCTH.
[Iporiecc MOHUTOPHUHTA CHCTEMBI 0OecTieueHrsI HHPOPMAITMOHHON 0€301TaCHOCTH JAOIKEH
BKJIIOYAaTh B CE€0S KOHTPOJb OPraHM3AIMOHHBIX M TEXHHUUYECKUMX MEp MO 3amuTe HH(OpMAIUH,
aHaJIU3 apaMeTpoB KOH(UTYpallui U HACTPOMKH CPEACTB 3aIlUThl HH(POpMaIUH.

IIpu mpoBeACHUN KOHTPOJIBHBIX MEPOIPUSATUN, CBA3AHHBIX C OLEHKOW pealu3aluu Mep
no 3amute uHpopMmanuu B LleHTpe, ymonHOMOYeHHbIE PAaOOTHUKU JOJKHBI NPHUAEPKUBATHCS
CJIEYIOIIMX IPUHIUIIOB!

HE HapywaTh (yHKIIMOHUPOBaHUE JesaTenbHocTH LlenTpa;

JIEICTBOBATh B COOTBETCTBUU C YTBEP)KJIEHHBIMH OpPraHU3alMOHHO-PACIOPAIUTEIbHBIMU
nokymeHTamu LleHTpa no 3amure nHGpopManuy;

HE CKpBIBaTh (DAKTHI BEISIBICHHBIX COOBITHI WH(POPMAMOHHON O€30MacHOCTH;

0(OPMIIATH OTYETHI, HOATBEP>KIAIOIINE BHIITIOJTHEHUE MEPOIIPUATHH 110 3alIUTe HHPOPMAIUH.

Wndpopmanus, momydeHHas B XOJ€ TNPOBEIEHHUS KOHTPOIUPYIOMIMX MEPONPHUSITHIA O
NEeUCTBUAX, COOBITHAX M MapaMeTpax, MMEIOIIMX OTHOLICHHE K peaju3allid Mep IO 3alluTe
UHPOPMALIUH, JOJDKHA KOHCOJHIUPOBATHCS M XPAHUTHCS B MECTAX, HCKIIOYAIOIIUX ITOJyuYeHHE
K HEl HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

MOHUTOPHHT JaHHBIX O 3apErHCTPUPOBAHHBIX COOBITHSAX MH(OpMAIMOHHOW 0€30macHOCTH
JIOJKEH MTPOBOJUTHCS, IO BO3MOXKHOCTH, ¢ UCIOIb30BAHUEM CHCTEMBl MOHUTOPHHIA MHIMICHTOB
UH(POPMALIMOHHON 0€30MacHOCTH MM BCTPOCHHBIX MEXAHW3MOB HACTPOWKM M ayAHWTa COOBITHMA
B IPOrPaMMHBIX M IPOrPaMMHO-ANINapaTHBIX CPEICTBAX, HMCIOJIb3YEMbIX B HH(POPMALMOHHOM
uHdppacTpykrype Llenrpa.

YnpasjieHue puckamu

Omnpenenenne BHYTPEHHUX TpeOOBaHUM MO 3amuTe HHPOPMAIMH, TOJKHBI OCHOBBIBATHCS
Ha pe3yibTaTax MpPOBEJIEHHUS aHali3a PHCKOB HapYIIEHUS OCHOBHBIX CBOWCTB 0€30MIaCHOCTH
Jutst nHopMaMoHHBIX pecypcoB LlenTpa.

OCHOBOI1 OLIEHKH PUCKOB JOJKHA ObITh OLIEHKA YCIOBUHM U (PaKTOPOB, KOTOPBIE MOT'YT CTaTh
NPUYIMHOW HAPYIIEHUS [ETOCTHOCTH, KOH(MUICHIIMATHHOCTH U IOCTYITHOCTH Il HH(POPMALMOHHBIX
pecypcos LleHnTpa.

Pe3synbrarom mpoBeieHMs] aHaJIM3a PUCKOB JIOJDKEH ObITh pa3paOOTaHHBIA KOMILIEKC Mep,
HAIPaBJIEHHBIX HAa CHIKEHHWE BO3MOYKHOTO HEraTHBHOIO BIIMSHUS HAa OCHOBHYIO NI€ATEIbHOCTH
IlenTpa npu peainzaluy TOH I UHOM yrpo3bl 0e30macHOCTH HHPOPMALMUK 00eCIeYnBatOIINX B
JAIbHENIIEM IOCTATOUYHbIN YPOBEHD 3alIMIIIEHHOCTH HH(pOpMalMOHHBIX cucTeM LleHnTpa.

YnpasiieHne HHIUACHTAMHE HHGOPMAIHOHHOM 0€301TACHOCTH

s ob6ecnieuenust 3pPeKTUBHOTO pa3pelieHus] HHIMIEHTOB HHPOPMALMOHHONW 6€3011aCHOCTH
B lleHTpe, MUHMMH3AUU TOTEPh U YMEHBIIECHUS] pUCKAa BOZHUKHOBEHUS OBTOPHBIX WHIHUCHTOB
JIOJDKHO OCYILECTBIIATHCS YIPaBIeHUE MHIIMCHTaMU UH()OPMAIIMOHHON 6€30acHOCTH.

Jlns ynpaBineHUs MHIMJIEHTaMH HH(QOPMAIMOHHOW O€30MacHOCTH JI0JDKHA OBITh cO37aHa
city>k0a MOHUTOpPUHIA U PearupoBaHus Ha MHUUACHTHI HH(OPMALMOHHON 0€30MacHOCTH, KOTopas
MOCPEICTBOM KOMILJIEKCA CPECTB M MEPONpUATHH 1 cOopa M KOHCONMMIAIMU HH(OpMaIUU
00 MHIMJEHTAaX pellaeT JaHHYI0 337ady. B OTHOIIEHHMH KaXI0TO0 MPOM3OLICIIECr0 WHIMICHTA
pabOTHUKAMU U3 CIYKObl MOHUTOPMHIA WU pearupoBaHMsl HA HMHLUUIAEHTHl HWHGOPMALMOHHON
0€30MacHOCTH JO0JKEH BBIMOJIHATHCS €r0 aHAIN3, U pa3padoTka 3 (HEKTUBHBIX MEp pearupoBaHuUs
Ha JIaHHBIM NHIUCHT.

AyauT cucreMbl obecrieyeHrsi HHPOPMALMOHHOI 0€30aCHOCTH

B mensax onenku Tekyiero ypoHs nHdopmaimonHoit 6e3onacHoctu LleHTpa Ha perymsipHon
OCHOBE JIOJKEH MPOBOJIUTHCS ayJUT HH(POPMALIMOHHON 0€301acHOCTH.

BuyTpeHHHe ayauThl AOJDKHBI BBHIMOJMHATHCS paboTHukamu LlenTpa. B uumcno 3anawy,
peliaeMbIX pH MPOBEICHUN BHYTPEHHUX ayAUTOB HH(POPMAIIMOHHON 0€30MaCHOCTH, BXO/ISIT:
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cOOp ¥ aHAJIW3 HMCXOMHBIX JAaHHBIX 00 OPraHU3aIMOHHOW M (DYHKIIMOHAJIBLHON CTPYKTYype

MH(POPMALIMOHHBIX CHCTEM, HEOOXOAUMBIX JIJIsl OLIEHKH COCTOSIHUSL CUCTEMBI 3aIlUThl HH(POPMALIUY;

aHAJIN3 YTBEPXKAECHHBIX OpPraHU3allMOHHO-PACTIOPAIUTEIbHBIX JOKYMEHTOB I10 3aILUTE
UHOPMALIUU Ha TTPEIMET UX MOTHOTHI M () (HEKTUBHOCTH, a Takke (OPMUPOBAHNE PEKOMEH AL
10 UX Opa0OTKe UM pa3pabOTKU HOBBIX;

o0ocHOBaHME (UHAHCOBOW A(PPEKTUBHOCTH BHOBH NPHOOPETAEMBIX CPEJCTB 3alUThI
nHpopmanuu;

NpOBEpKa MPAaBUIBHOCTH BBHIOOpPa W HACTPOHKM CpPEACTB 3alIUThl  MH(OpPMAIHH,
(dopMHpOBaHNE MPEATOKEHUNH MO HCIOIb30BAHUIO UMEIOIUXCA CPEACTB 3alUThl MH(OpMauu
JUIS TIOBBIIICHUS YPOBHS HAAEKHOCTH U O€30MaCHOCTH MH(POPMALIMOHHBIX cucTeM LleHTpa;

aHaJM3 OTYETOB IO MPOU3OMIEAIIMM HHIMIEHTaM HH(OPMAIMOHHONW 0€30MacHOCTH U
NPUHATBIM MepaM I0 UX Pa3pelIeHuIO.

IHoBbImEeHNE 0CBEIOMIIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanuM = KOMIUIEKCHOTO TPOTHUBOJAEHCTBHS yrpo3am 0€30IacHOCTH
UHPOpPMALMU, HCXOIAIUM OT pPaboTHUKOB lLleHTpa [OKHA NOCTOSHHO TOBBILATHCA UX
OCBEJIOMJICHHOCTb B O0JIACTH 3aLIUTHI HH()OPMAIIHH.

[ToBbIIeHNE OCBETOMIIEHHOCTH pabOTHHKOB L{eHTpa ocymiecTisercs:

1o cymecTBytomuM B LleHTpe opraHn3almoOHHO-PACTIOPSAUTEIBHBIM TIOKYMEHTAM;

1o npuMeHsieMbIM B L{eHTpe Mepam 3amuTsl HHopMaIuy;

0 TIPAaBUIIBHOMY HCIIOJI30BAHUIO CPECTB 3aIIUTHI HHPOPMAIIUH.
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7 3AKJIIOYEHHUE

[Ipn M3MeHEeHWH IEeHCTBYIOMIETO 3aKoHOJaTelabcTBa Poccuiickoit denepanuu B 00iacTu
3amUT b WHGOPMALMK, a TaKXKe OPraHU3alMOHHO-PACTIOPSIUTEIBHBIX TOKYMEHTOB LleHTpa
Hactosimas llonnTrka M U3MEHEHUsI K HEH NPUMEHSIOTCA B YacTH, HE MPOTHBOpEYAIle BHOBB
MPUHSATHIM 3aKOHOJIATEIHHBIM M UHBIM HOPMATHUBHBIM aKTaM, a TaKK€ BHYTPEHHUM JOKYMEHTaM
[lenTpa.

Bce TpeboBanus, ycTaHOBJIICHHBbIE JCUCTBYIOIIMM 3aKOHOJATENbCTBOM Poccuiickoit
®denepanny, MOJ3aKOHHBIMA aKTaMU M JOTOBOPHBIMU OTHOILIECHUSIMH, a Takxke noaxon LlenTtpa k
00€CTIEUeHUI0 COOTBETCTBUSI 3TUM TPEOOBAHUSIM JIOJDKHBI OBITH SIBHBIM O0Opa3oM OIpEAeNICHB,
JIOKYMEHTUPOBaHBI U MOJAJIEPKUBATHCS B AKTYAJIbHOM COCTOSIHUH.

LlenTp B NPUOPUTETHOM HAMpaBJICHUU JIOJDKEH paccMaTpUBaThCsA TEpexoi Ha
MPOrpaMMHOT0 OOeCreueHUEe OTEYECTBEHHOTO MPOU3BOIUTENS, BKIOYEHHOIO B €AMHBINH peecTp
POCCHUHCKHX MPOTPAMM JIJIsl SJICKTPOHHBIX BBIYMCIUTENBHBIX MAlIMH U 0a3 JaHHBIX. B Tom umcne
M0 YacTH CEPBEPHOr0, KOMMYTALIMOHHOTO OOOPYIOBaHMSI M MPOTPaMMHO-ANMapaTHBIX CPECTB,
BKJIFOYEHHBIX B EJMHBIN peecTp pOCCUICKON PaHO3IEKTPOHHON TPOYKLIHH.

[lepecMoTp ¥ BHeceHME HM3MEHEHM B HacrosAlyr llonuTUKy OCyIIEeCTBIAIOTCA Ha
IIEPUOIUYECKON U BHEINIAHOBOM OCHOBE.
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uHPOpPMALIUK, TEXHUYECKOMY OOCIYKMBAaHUIO IIHU(PPOBAIBHBIX (KPUNTOTrpauyecKnx) CpeacTs,
MH(OPMALIMOHHBIX CHUCTEM U TEJIEKOMMYHHKAIIMOHHBIX CHCTEM, 3alIUIIEHHBIX C UCIOJIb30BAaHUEM
mupoBanIbHBIX (KpUNTOTpaQUUEcKNX) CPEACTB (32 HCKIIOYEHHEM Ciydas, €CIH TEXHHUYECKOe
oOcny)xuBaHue IMHMQPPOBAIBHBIX (KpUOTOrpadUUECKUX) CpPeICTB, WH(DOPMAIMOHHBIX CHCTEM U
TEJIEKOMMYHUKAIIMOHHBIX ~ CHUCTE€M,  3allUIIEHHBIX C  HWCIOJB30BAHHEM  HIM(PPOBATBHBIX
(kpunTorpaMUecKux) CpelICTB, OCYILECTBIAETCS Uil oOecrnedyeHus: COOCTBEHHBIX HYXK]
IOPHINIECKOTO JINIIA WA HHIUBUAYATEHOTO IPEATPUHIMATEIS)).

4 Tlocranosnenue IIpaBurensctBa Poccmiickoit ®epepanmm ot 01.11.2012 Ne 1119
«O0 yTBepkIeHMH TpeOOBaHMI K 3allUTe MNEPCOHANBHBIX JAaHHBIX NpU HX 00paboTke B
UH(OPMAILIMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX).

5 TIIpukaz OAIICHU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun WMHCTpyKIu 00
OpraHM3aluy U 00ecriedeHnn 0e30MacHOCTH XpaHeHHs, 00padOTKHU U Iepeaun 1Mo KaHajlaM CBSI3H C
UCIIOJIb30BAaHUEM CPEJICTB KPUNTOTpaguuecKor 3amuThl HH(POPMAIUK ¢ OTPAHUYCHHBIM JOCTYIIOM,
HE cofiepKalllei CBEICHUI, COCTABISIONINX MOCYIapPCTBEHHYIO TAHY.

6 IIpukaz3 ®OCB Poccunm ot 09.02.2005 Ne 66 «OO0 yrBepxkaenun Ilonoxenus o
pa3paboTKe, MPOM3BOACTBE, PEATH3AINN U KCIUTyaTallud MUPPOBATBHBIX (KPUIITOrPahUIECKUX )
cpenct 3amuthl HHGopmaiuu (ITonoxenue [TK3-2005)».

7 IIpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepxkaeHHN TpeOOBAHUHN O 3aIUTE
nH(pOpMaIUU, HE COCTABJISIONICH TOCYJIapCTBEHHYIO TalHY, COAEpKaIIEHCs B TOCYIapCTBEHHBIX
MH(POPMAIIMOHHBIX CUCTEMAX».

8 IIpuxa3z ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEepKIeHHH COCTaBa U COJCPIKAHUS
OpraHU3aIMOHHBIX U TEXHUYECKUX Mep 10 00eCTeyeHHI0 6€30aCHOCTH MEPCOHANIBHBIX JaHHBIX MTPH
ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX).

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «OO0 yrBepxkaenun CoctaBa U COAEp KaHUS
OpraHU3aIMOHHBIX U TEXHUIECKUX Mep 10 00eCTIeYeHHIO0 0€30IaCHOCTH TIEPCOHATBHBIX JAHHBIX MTPH
ux 00paboTke B MH(OPMAIIMOHHBIX CUCTEMaX MEPCOHAIbHBIX JAHHBIX C MCIIOJIB30BAaHUEM CPE/ICTB
Kpunrorpaguueckord 3ammTbl HHOOPMAIMH, HEOOXOAWMBIX ISl BBIOJHEHHS YCTAHOBIICHHBIX
[TpaButensctBOM Poccuiickoit ®denepanuu TpeOOBaHMI K 3allUTe MEPCOHATBHBIX JAHHBIX IS
Ka)XJIOTO U3 YPOBHEH 3alIUIICHHOCTH.

10 TOCT P 51624-2000 «3ammra wHbOpMANHUA. ABTOMATH3UPOBAHHBIE CHCTEMEI B
3alUIEHHOM HcnoaHeHuu. OOmme TpeOoBaHus».

11 TOCT P 51898-2002 «AcnexTsl 6e3omacHocTH. [IpaBuiia BKIIIOUCHHS B CTAHJAPTHI».

12 TOCT P 50.1.056-2005 «Texnuueckas 3amuta uHGOpManuu. OCHOBHBIE TEPMHUHBI
U OIIPEJICIICHUS.

13 TOCT P MCO/M3K 27001-2006 «HpopmaroHHass TeXHOIOTHA. MeTOAbl U Cpe/icTBa
6e3onmacHocTH. CUCTEMBI MEHEIPKMEHTa HH(POpMaInoHHOM Oe3omacHocTH. TpeboBaHuUs».

14 TOCT P 50922-2006 «3antura napopmamnun. OCHOBHBIE TEPMUHBI U OTIPEICIICHUS.

15 TOCT P 51275-2006 «3amurta unpopmarmu. OO0bekT uHPOpMaruzanuu. DakTopsl,
BO3JIelicTBYIOMME HAa HH(popMmarnto. OOMIue moI0KEHHS .

16 TOCT P MCO/MBK TO 13335-5-2006 «MupopmalimoHHas TEXHOJOTHs. MeToabl
U cpencTBa obecnieueHus: 6e3onacHocTH. Yacth 5. PyKOBOJICTBO MO MEHEKMEHTY 0e30MacHOCTH
CeTH».

21



17 TOCT P MHCO/TO 13569-2007 «DUHAHCOBEIE YCIIYTH. Pexomenmanuu
1o nH()OPMAITMOHHOM 0€30ITaCHOCTI.

18 T'OCT P NCO/MDK 27005-2010 «HbopmManmoHHas TeXHOJIOTHs. METOIbI U CpeCcTBa
obecrieyeHns 6€30MaCHOCTH. MEHEKMEHT prcKa HH(POPMALIMOHHON 6€301MacHOCTH.

19 TOCT P UCO/MDK 27004-2021 «ubopmManroHHas TEXHOJIOTHs. METOIbI U CpeCTBa
obecrieyeHust 0€30MacHOCTH. MeHeKMEHT HH(OpMAIIMOHHOHN O0e30macHoCcTH. MOHUTOPHHT, OIICHKA
3aLIUIIEHHOCTH, aHAJTU3 M OLICHUBAHUEY.

20 T'OCT P 51897-2021 «MeHemKMEHT prucka. TepMUHBI ¥ OTIPEICTICHUS.

21 TOCT P 52069.0-2013 «3ammra wunpopmammu. Cucrema craHgaptoB. OCHOBHBIE
TIOJIOKCHHUS.

22 Konnenuus MH(POPMALIMOHHOHN 0e30macHOCTH VCIIOJTHUTENIbHBIX OpraHoB
rocynapcrBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.

22



